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Abstract. Sanitizable signatures authorize semi-trusted sanitizers to
modify admissible blocks of a signed message. Most works consider only
one sanitizer while those considering multiple sanitizers are limited by
their capacity to manage admissible blocks which must be the same for
all of them. We study the case where different sanitizers with different
roles can be trusted to modify different blocks of the message. We define
a model for multi-sanitizer sanitizable signatures which allow managing
authorization for each sanitizer independently. We also provide formal
definitions of its security properties. We propose two secure generic con-
structions FSV-k-SAN and IUT-k-SAN with different security properties.
We implement both constructions and evaluate their performance on a
server and a smartphone.

1 Introduction

Sanitizable signatures introduced by Ateniese et al. [2] allow an authorized semi-
trusted sanitizer to modify parts of a signed message and its corresponding sig-
nature while keeping it valid without interacting with the original signer. An
admissibility policy specifies exactly which parts of the message are admissible
for modification. Sanitizable signatures have multiple security properties: im-
mutability which requires that the sanitizer cannot modify an inadmissible mes-
sage block [2], accountability which ensures that the signer or sanitizer cannot ac-
cuse the other party of signing a certain message [2], privacy which requires that
the original message does not leak from the sanitized signature [2], transparency
which guarantees indistinguishability between sanitized and fresh signatures [2],
invisibility which aims to keep the class of admissible blocks hidden from exter-
nal parties [2], and unlinkability which prevents linking sanitized signatures to
⋆ The full version of a publication in ACM ASIA CCS 2026.
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their sources [8]. Most existing works consider only having one sanitizer while
having multiple sanitizers can be necessary for certain use cases. This was stud-
ied in several works [1, 7, 14, 15, 25, 30]. In this case a new security property,
called sanitizer anonymity, is considered which maintains the anonymity of the
sanitizer who did the sanitization within the list of authorized sanitizers [14].
However, in all of these works, all sanitizers have the same admissibility policy.
Our aim is to have a different policy for each sanitizer.

We describe two of several use cases that benefit from having multiple sanitizers
where different sanitizers are authorized to modify different blocks. Suppose that
we want to sign a multi-party contract such as a house rental contract that should
be filled and signed by a real estate agent, a landlord, a tenant, and a guarantor.
The real estate agent will be the signer while the other parties are sanitizers. The
real estate agent prepares the contract by filling the information of the house, the
landlord, and the rental price and signs it. Then, the tenant and guarantor fill
their information and add their signature to the contract. Finally, the landlord
fills any additional information related to him and adds his signature. As each
party needs to fill a specific section of the contract, we need different admissible
blocks for each of them. In traditional sanitizable signatures, the signature is
valid directly after being generated by the signer which gives him the ability to
ignore certain sanitizers and fill their information himself. Thus, we introduce a
new property called full-sanitization verifiability which requires that a signature
is valid if and only if all admissible blocks were later verified/modified by the
sanitizers.

As a second use case, consider the scenario of a digital identity card that contains
the name, birthdate, address, and the highest level of education obtained. The
card is generated by a digital identity provider, but the information is main-
tained by trusted third parties: the government is responsible for the name and
birthdate, electricity and internet providers for the address, and educational in-
stitutions for the education level. This means that we require different admissible
blocks for each of them. In this setting, we need also full-sanitization verifiability
as the digital identity provider is not trusted to provide any modifiable blocks.
Additionally, the sanitizer anonymity property is required to hide which elec-
tricity or internet provider the person has a contract with, or which university
or school they attended.

Our Contributions. We introduce a new primitive called k-sanitizer sanitiz-
able signature (k-SAN) which authorizes different sanitizers to modify different
blocks. We formalize k-SAN and its security where we have one signer and k san-
itizers and each sanitizer can only modify a subset of the admissible blocks. Our
security model retains traditional security properties of sanitizable signatures,
but we consider the proof-restricted variant of transparency from [24] instead of
transparency as defined in [2]. We also introduce a new security property, full-
sanitization verifiability which requires that a signature is valid if and only if all
admissible blocks were sanitized, i.e., modified/verified by a sanitizer. Having
full-sanitization verifiability breaks proof-restricted transparency and invisibil-
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ity which we prove in Section 3. Thus, we design two generic constructions for
k-SAN with different security properties required by different use cases which is
our second contribution.

The first construction is called Full-Sanitization-Verifiable k-SAN (FSV-k-SAN).
It uses a chameleon hash [23] and has the following security properties: im-
mutability, accountability, privacy, sanitizer anonymity, and full-sanitization ver-
ifiability. This construction can be used for the digital identity card and multi-
party contract use cases described above.

The second construction is called Invisible-Unlinkable-Transparent k-SAN
(IUT-k-SAN). It leverages ideas from the work of Bultel et al. [11] by using
two types of re-randomizable signatures [11, 22]. It has the same security prop-
erties as the first construction, but we replace full-sanitization verifiability with
proof-restricted transparency, unlinkability, and invisibility. IUT-k-SAN can be
used for the following use case. A patient does a medical test in a hospital and
the doctor signs the test result. The document containing the test results can
be used by different departments in the hospital for different purposes. For ex-
ample, the accounting department needs to send the document to the patient’s
insurance provider for billing, while the research department needs to send the
document to a third party for data analysis. The signer authorizes the account-
ing department to sanitize the document in order to hide the test results before
sending it to the insurance provider, and allows the research department to hide
the accounting and personal details before sending it to the data analysis third
party. As discussed in [8, 11], unlinkability is useful here to prevent someone
who has access to both the insurance provider’s database and the data analysis
database from linking the stored files to the same signature and reconstructing
the original document. The authors of [11] also argue that invisibility can be
useful if the patient is given the right to modify some test results. For example,
a patient who tested positive for a disease is given the possibility to change the
result to negative to avoid discrimination, while a patient who tested negative
is not allowed to change the result to positive to prevent him from asking for
the associated medication. Invisibility and proof-restricted transparency are im-
portant to ensure that the receiver of the document cannot predict the real test
result by knowing if the patient is allowed to modify it or if the document was
sanitized.

In Table 1, we show the security properties supported by each construction and
compare them to existing multi-sanitizer schemes [1, 7, 14, 15, 25, 30] and in par-
ticular Canard et al.’s work [14] as it supports the most properties. IUT-k-SAN
improves the state of the art of the multi-sanitizer setting by satisfying invisibil-
ity in addition to all the properties from [14]. The construction does not satisfy
full-sanitization verifiability because it breaks proof-restricted transparency and
invisibility as explained before.

Our generic constructions show how some existing sanitizable signature schemes
can be transformed to support k sanitizers, but this does not work on all existing
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Table 1: Comparison of the security properties of our k-SAN constructions and
other multi-sanitizer schemes.

Security Property FSV-k-SAN IUT-k-SAN [1] [7] [14] [15] [25] [30]
Unforgeability ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Immutability ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Privacy ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Accountability ✓ ✓ ✓ ✓ ✓ ✗ ✓ ✓

Sanitizer Anonymity ✓ ✓ ✗ ✗ ✓ ✗ ✗ ✓

Unlinkability ✗ ✓ ✓ ✗ ✓ ✗ ✗ ✗

Full-Sanitization Verifiability ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗

Transparency ✗ ✓ ✓ ✗ ✓ ✓ ✓ ✓

Invisibility ✗ ✓ ✗ ✗ ✗ ✗ ✗ ✗

schemes without losing security properties. For example, in [12], the authors
use a Signature of Knowledge (SoK) which needs to be re-randomized to have
unlinkability. If we try to add k sanitizers, we need to duplicate the SoK for
each sanitizer according to his admissible blocks. However, re-randomization is
only possible if we have access to the secret key that allows the sanitizer to do
the admissible modifications. Thus, if we share the keys of all SoKs with all
sanitizers to do the re-randomization, immutability is lost.

Finally, we implemented both constructions in Rust5 which is, to the best of our
knowledge, the first implementation of multi-sanitizer sanitizable signatures. We
also evaluated the implementation’s performance on a server and a smartphone.
For realistic security parameters, 5 sanitizers, and a message comprised of 15
blocks from which 5 are admissible, signing in both constructions took less than
800ms on the server and less than 1300ms on the smartphone. In FSV-k-SAN,
verifying took less than 520ms and 1100ms on the server and the smartphone
respectively. Other algorithms in both constructions took less than 205ms on
the server and less than 410ms on the smartphone. These performances are
acceptable for many real-world applications that require the advanced features
and security properties that we propose.

Related works. Sanitizable signatures were introduced by Ateniese et al. in [2],
who identified several security properties (unforgeability, immutability, privacy,
transparency, and accountability) later formally defined in [6]. Invisibility was
also introduced in [2] but received formal treatment much later in [13]. Unlink-
ability has been introduced and formalized in [8] and studied in [9, 21]. Only
three schemes guarantee all these properties at once [5, 11, 12]. Two kinds of san-
itizer limitation have also been considered in the literature encompassing limits
in the number of sanitizations [12] or blocks sanitized in a single sanitization [5].
5 https://github.com/be-ys/ksan

https://github.com/be-ys/ksan
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Sanitizable signatures with several sanitizers have been considered in multiple
works [1, 7, 14, 15, 25, 30] but with only one admissibility policy common to
all sanitizers. This setting required also defining new properties such as sanitizer
anonymity [14]. In this article, we extend these results and allow the management
of different admissibility policies for different sanitizers. This requires rethinking
the security model and proofs, for example, immutability traditionally requires
protecting against the modification of inadmissible blocks overall, but in our case
we have also to protect against the modification of blocks which are admissible
only for sanitizers to which the adversary does not have access. In addition, the
oracles that do sanitization require the adversary to choose which of the k san-
itizers he wants to use. Moreover, adding k sanitizers with different admissible
blocks make the constructions more complex and potentially less efficient.

Notation. We use classical cryptographic notation. For a positive integer k,
JkK = {1, . . . , k}. For a set S, r←$S means that r is chosen uniformly at random
from S and |S| is its cardinal. We denote by y ← Alg(x) the execution of an
algorithm Alg outputting y on input x. Considering a second algorithm O and
an algorithm A, AO means that the algorithm A has access to O as a black-box
oracle. AdvPRSC,A(λ) denotes the advantage of the adversary A in breaking the
property PR of the scheme SC under the security parameter λ. We denote by
negl(λ) a negligible function in the security parameter λ. For a vector of elements
v = (a, b, c) we use v.a to refer to the element called a in v. Moreover, (a, b) p←−v
denotes parsing the tuple v as the two elements a and b. The function v ←
Append(v, x) appends the element x to the vector v, while M ← Append(M, v)
appends the vector v to the matrix M as a new row. The function AppendC does
the same but for columns. The notation Mi refers to the vector representing the
i’th row of matrix M while Mi,j refers to the element in row i and column j.

2 k-Sanitizer Sanitizable Signatures

In k-sanitizer sanitizable signatures, a signer S can sign a message m using the
Sign algorithm, which outputs a signature σ. The message m is split into n
blocks as m1∥ · · · ∥mn, where each mi belongs to the message space M. The
Sign algorithm uses k sanitizers public keys instead of a single key in traditional
sanitizable signatures. Each of the k sanitizers may subsequently modify the
signed message and its signature in accordance with his independently defined
admissibility policy using the Sanitize algorithm. Before presenting the formal
definition, we introduce the formalism that supports such independent policies
in k-sanitizer sanitizable signatures.

We denote the list of the k sanitizers’ public keys by the vector PKZ = (pkiZ)i∈JkK.
Each sanitizer with public key pkiZ is either authorized to modify a given mes-
sage block mj (ai,j = 1), or not (ai,j = 0). This permission structure is captured
by the admissibility matrix A = (ai,j)i∈JkK, j∈JnK ∈ {0, 1}k×n. According to the
constraints defined by the signer through A, the sanitization operation is defined
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by a modification vector MOD, which consists of a list of pairs (j,m′j) indicating
that the message block mj is to be replaced by m′j . Based on PKZ, A, and
MOD, we now define the algorithms that constitute a k-SAN scheme.

Definition 1 (k-SAN). A k-Sanitizer Sanitizable Signature scheme k-SAN
consists of the following Probabilistic Polynomial Time (PPT) algorithms:

pp← Setup(λ, n) : On input the security parameter λ and the message size n,
the algorithm outputs the public parameter pp (implicit input for the other
algorithms).

(skS, pkS)← KGenS(pp) : On input the public parameter pp, the algorithm out-
puts a tuple (skS, pkS) containing skS the secret key and pkS the public key of
a signer.

(skZ, pkZ)← KGenZ(pp) : On input the public parameter pp, the algorithm out-
puts a tuple (skZ, pkZ) containing skZ the secret key and pkZ the public key
of a sanitizer.

σ ← Sign(skS,PKZ,m,A) : On input a signer secret key skS, a list of sanitizer
public keys PKZ, a message m, and an admissibility matrix A, the algorithm
outputs a signature σ.

σ′ ← Sanitize(skZ, pkS,PKZ,m,MOD, σ) : On input a sanitizer secret key skZ,
a signer public key pkS, a list of sanitizer public keys PKZ, a message m, a
modification MOD, and a signature σ, the algorithm outputs a new signature
σ′ on MOD(m).

b← Verify(pkS,PKZ,m, σ) : On input a signer public key pkS, a list of sanitizer
public keys PKZ, a message m, a signature σ, the algorithm outputs a bit b
indicating if the signature is valid.

A k-SAN scheme is expected to satisfy correctness: any signature produced by
the Sign algorithm must be accepted as valid by the Verify algorithm. In addi-
tion, the scheme should ensure the properties of Unforgeability, Immutability,
and Privacy, as described in Section 3. Depending on the use case, additional
properties may be desirable, such as Proof-Restricted Transparency, Invisibility,
Unlinkability, Full-Sanitization Verifiability, and Sanitizer Anonymity.

To additionally provide Accountability, the signer may invoke the Prove algo-
rithm, which generates a proof that can be verified using the Judge algorithm.

π ← Prove(skS,PKZ,m, σ, j) : On input a signer secret key skS, a list of san-
itizer public keys PKZ, a message m, a signature σ, and an index of a
message block j (index j is only used when we have full-sanitization verifia-
bility), the algorithm outputs a proof π for the message block j. If j = ⊥, the
algorithm outputs a proof for the whole message.

d← Judge(pkS,PKZ,m, σ, π, j) : On input a signer public key pkS, a list of
sanitizer public keys PKZ, a message m, a signature σ, a proof π, and an
index of a message block j, the algorithm outputs a decision d ∈ {S,Z}
indicating whether the message block j was generated by the signer or the
sanitizer. If j = ⊥, the algorithm judges the whole message.
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We present two generic constructions, IUT-k-SAN and FSV-k-SAN, each de-
signed for different use cases based on their distinct properties. Their respective
security guarantees are listed in Table 1 while being formalized in Section 3.

3 Security Model

Our security formalism builds upon the foundations laid out in [11]. A k-SAN
scheme must satisfy Unforgeability, Immutability and Privacy. Furthermore,
our two proposed constructions aim to achieve Signer Accountability, Sanitizer
Accountability, and Sanitizer Anonymity. In addition, Proof-Restricted Trans-
parency, Invisibility, and Unlinkability are properties specific to IUT-k-SAN,
while Full-Sanitization Verifiability is satisfied only by FSV-k-SAN.

Before proceeding, we introduce additional notation used to formalize security
in the k-sanitizer setting.

Let A ∈ {0, 1}k×n be an admissibility matrix. Let:

– ADMA(j) =
∨k

i=1 ai,j — some sanitizer can modify block j,
– ADMA

SAN(m,m′, i) =
∧n

j=1

(
(mj = m′j) ∨ ai,j

)
— all modifications are al-

lowed for sanitizer i,
– ADMA

SET(m,m′,Z) =
∧n

j=1

(
(mj = m′j) ∨ (∃i ∈ Z | ai,j)

)
— each change is

permitted for some sanitizer in Z.

We also define an algorithm A ← ExtA(SKZ, σ) that derives the admissibility
matrix from a signature σ using the sanitizers’ secret keys SKZ. We can also
call the algorithm using one sanitizer’s secret key to get his admissible blocks.

Our security experiments involve several oracles accessible to the adversary, fully
detailed in Figure 1. Throughout the experiments, the challenger maintains a set
Σ containing all fresh or sanitized signatures produced by the oracles. We provide
a high level description of each of the oracles below:

OSign: Returns signatures generated using the signer’s secret key held by the
challenger. Σ is updated with the new signature.

OSanit: Returns sanitized signatures using one of the challenger’s sanitizers’ keys,
provided the input signature is valid and the requested modification is ad-
missible. Σ is updated with the new signature. The adversary chooses the
sanitizer to do the operation by sending thehis public key to the challenger.

OSanit′ : Behaves like OSanit, but with conditional history tracking. If the signer’s
public key differs from that of the challenger, sanitization is performed with-
out maintaining history in Σ. Otherwise, history is maintained only if the
original signature is already in Σ and the modification is admissible.

Ob
LoRADM: Takes a message and two admissibility matrices (A0, A1), and returns

a signature generated using matrix Ab and the signer’s secret key held by the
challenger.

Ob
LoRSanit: Takes two sets of sanitizers, messages, modifications, and signatures.

If both signatures are valid, the admissibility matrices are equal, the modi-
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fications are admissible, and the resulting modified messages are equal, the
oracle returns a sanitized signature corresponding to a bit b. The signer’s and
sanitizers’ secret keys are held by the challenger.

Ob
LoRSanitPriv: Takes as input two sets of sanitizers, messages, modifications, and

an admissibility matrix. The oracle checks if both modifications produce the
same final message, if not it returns ⊥, otherwise, it generates signatures on
both messages and sanitizes the signatures with the corresponding modifica-
tions. If both signatures are valid, the oracle returns one of them according
to a bit b. The operations are done using the signer’s and sanitizers’ secret
keys which are held by the challenger.

Ob
Sign/Sanit: Takes a message, a modification and a sanitizer, and either signs the

modified message directly or signs the original message and applies the mod-
ification via sanitization, depending on a bit b. The signer’s and sanitizers’
secret keys are held by the challenger. The history is kept in Σ′ instead of
Σ.

OProve: Allows the adversary to generate a proof on a given signature using the
Prove algorithm which is called using the singer’s secret key held by the
challenger.

We now describe the security properties adapted for k-SAN.

Immutability. It ensures that a malicious sanitizer cannot modify inadmissible
blocks. Formally, given access to the oracles {OSign,OProve}, an adversary should
not be able to produce a forgery (m∗, σ∗,PKZ∗) such that m∗ results from in-
admissible modifications under the admissibility matrix associated with PKZ∗.

Definition 2 (Immutability [11]). A k-sanitizer sanitizable signature scheme
k-SAN is said to be immutable if for all k ≥ 1 and PPT adversaries A,
Pr
[
ExpImmut,k

k-SAN,A(λ) = 1
]
≤ negl(λ) where ExpImmut,k

k-SAN,A(λ) is defined in Figure 2.

Accountability. It ensures that neither a dishonest signer nor sanitizer can falsely
accuse the other party of generating a signature, i.e., the Judge algorithm must
not incorrectly return S (signer) or Z (sanitizer). This property is captured by
two games. In the signer-accountability game, the adversary is given access to
the oracle OSanit. It must produce a valid signature and proof (pk∗S,m∗, σ∗, π∗)
where the signature was not obtained through this oracle, but Judge outputs
Z on the associated π∗. Conversely, in the sanitizer-accountability game, the
adversary is granted access to OSign and OProve. Its goal is to produce a valid
signature (PKZ∗,m∗, σ∗) not generated via these oracles, yet for which Judge
outputs S.

Definition 3 (Sanitizer-Accountability [11]). A k-sanitizer sanitizable sig-
nature scheme k-SAN is said to be sanitizer-accountable if for all PPT adver-
saries A, Pr

[
ExpSanAcck-SAN,A(λ) = 1

]
≤ negl(λ) where ExpSanAcck-SAN,A(λ) is defined in

Figure 2.
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OSign(PKZ,m,A)

σ ← Sign(sk†S ,PKZ,m,A)

Σ := Σ ∪ {(pk†S ,PKZ,m,A, σ)}
return σ

OSanit′(pk
†,i
Z , pkS,m,MOD, σ)

if pkS ̸= pk†S then

A← ExtA(SKZ
†
, σ)

if ¬ADMA
SAN(m,MOD(m), i) then

return ⊥
σ
′ ← Sanitize(sk†,iZ , pkS,PKZ

†
,m,MOD, σ)

return σ
′

elseif

 ∃(m′, σ′,A′) ∈ Σ |
m′ = m ∧ σ′ = σ∧

ADMA′
SAN(m,MOD(m), i)

 then

σ
′ ← Sanitize(sk†,iZ , pkS,PKZ

†
,m,MOD, σ)

Σ := Σ ∪ {(pkS,PKZ
†
,MOD(m),A

′
, σ

′
)}

return σ
′

return ⊥

Ob
LoRADM(PKZ,m,A0,A1)

if

{
|A0| = |A1| = |PKZ| × |m|
PKZ = PKZ† ∨A0 = A1

then

σ ← Sign(sk†S ,PKZ,m,Ab)

if PKZ = PKZ
†
then

Σ := Σ ∪ {(pk†S ,PKZ,m,A0 ∧A1, σ)}
return σ

return ⊥

Ob
Sign/Sanit(pk

†,i
Z ,m,MOD,A)

m
′ := MOD(m)

if ¬ADMA
SAN(m,m

′
, i) then return ⊥

if b = 0 then

σ
′ ← Sign(sk†S ,PKZ

†
,m

′
,A)

else

σ ← Sign(sk†S ,PKZ
†
,m,A)

σ
′ ← Sanitize(sk†,iZ , pk†S ,PKZ

†
,m,MOD, σ)

Σ
′ := Σ

′ ∪ {(pk†S ,PKZ
†
,m

′
,A, σ

′
)}

return σ
′

OSanit(pk
†,i
Z , pkS,m,MOD, σ)

A← ExtA(SKZ
†
, σ)

if

{
Verify(pkS,PKZ†,m, σ)

ADMA
SAN(m,MOD(m), i)

then

σ
′ ← Sanitize(sk†,iZ , pkS,PKZ

†
,m,MOD, σ)

Σ := Σ ∪ {(pkS,PKZ
†
,MOD(m),A, σ

′
)}

return σ
′

return ⊥

Ob
LoRSanit

(
pk†,i0Z ,m0,MOD0, σ0,

pk†,i1Z ,m1,MOD1, σ1

)
bβ ← Verify(pk†S ,PKZ

†
,mβ , σβ), ∀β ∈ {0, 1}

if ¬b0 ∨ ¬b1 then return ⊥
foreach β ∈ {0, 1} do

Aβ ← ExtA(sk
†,iβ
Z , σβ)

σ
′
β ← Sanitize(sk

†,iβ
Z , pk†S ,PKZ

†
,mβ ,MODβ , σβ)

if


A0 = A1

ADM
A0
SAN(m0,MOD(m0), i0)

ADM
A1
SAN(m1,MOD(m1), i1)

MOD(m0) = MOD(m1)

then

Σ := Σ ∪ {(pk†S ,PKZ
†
,MODb(mb),Ab, σ

′
b)}

return σ
′
b

return ⊥

OProve(PKZ,m, σ, j)

if PKZ = PKZ
† ∧ (m,σ) ∈ Σ

′
then return ⊥

if Verify(pk†S ,PKZ,m, σ) = 0 then return ⊥
π ← Prove(sk†S ,PKZ,m, σ, j)
return π

Ob
LoRSanitPriv

(
pk†,i0Z ,m0,MOD0,

pk†,i1Z ,m1,MOD1,A

)
if MOD0(m0) ̸= MOD1(m1) then return ⊥
foreach β ∈ {0, 1} do

σβ ← Sign(sk†S ,PKZ
†
,mβ ,A)

σ
′
β ← Sanitize(sk

†,iβ
Z , pk†S ,PKZ

†
,mβ ,MODβ , σβ)

bβ ← Verify(pk†S ,PKZ
†
,mβ , σ

′
β)

if bβ ̸= 1 then return ⊥
return σ

′
β

Fig. 1: Oracles for k-SAN. pk†S, sk
†
S, PKZ†, and SKZ† are the keys generated

and kept by the challenger. pk†,iZ denotes the public key of the sanitizer that the
adversary wants to use to call the Sanitize algorithm within the oracles. Upon
receiving a pk†,iZ , the oracles search directly for the corresponding secret key sk†,iZ

and index i in SKZ† and keep them in memory.
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KGenAll(k)

SKZ
† := ⊥,PKZ

† := ⊥, pp← Setup(λ)

(sk†S , pk
†
S)← KGenS(pp)

foreach i ∈ JkK do

(skiZ, pk
i
Z)← KGenZ(pp)

SKZ
† ← Append(SKZ

†
, skiZ)

PKZ
† ← Append(PKZ

†
, pkiZ)

return (pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)

ExpUnforg,kk-SAN,A(λ)

Σ := ∅,O← {OSign,OSanit,OProve}
(pp, sk†S ,SKZ

†
, pk†S ,PKZ

†
)← KGenAll(k)

(m
∗
, σ

∗
)← AO

(pp, pk†S ,PKZ
†
)

b0 ← Verify(pk†S ,PKZ
†
,m

∗
, σ

∗
)

b1 := ((pk†S ,m
∗
, σ

∗
) /∈ {(pkiS,mi, σi)}|Σ|

i=1)
return b0 ∧ b1

ExpUnlink,k,bk-SAN,A (λ)

Σ := ∅,O← {OSign,OSanit,Ob
LoRSanit,OProve}

(pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)← KGenAll(k)

b
∗ ← AO

(pp, pk†S ,PKZ
†
)

return b = b
∗

ExpFullSanit,kk-SAN,A (λ)

Σ := ∅
(pp, sk†S ,SKZ

†
, pk†S ,PKZ

†
)← KGenAll(k)

(pk∗S ,m
∗
, σ

∗
)← AOSanit (pp,PKZ

†
)

b0 ← Verify(pk∗S ,PKZ
†
,m

∗
, σ

∗
)

b1 := ∃j ∈ JnK, σ∗
.PAj = 1

b2 := ((pk∗S ,m
∗
, σ

∗
) /∈ {(pkiS,mi, σi)}|Σ|

i=1)
return b0 ∧ b1 ∧ b2

ExpSigAcc,kk-SAN,A(λ)

Σ := ∅
(pp, sk†S ,SKZ

†
, pk†S ,PKZ

†
)← KGenAll(k)

(pk∗S ,m
∗
, σ

∗
, π

∗
)← AOSanit (pp,PKZ

†
)

b0 ← Verify(pk∗S ,PKZ
†
,m

∗
, σ

∗
)

b1 := ((pk∗S ,m
∗
, σ

∗
) /∈ {(pkiS,mi, σi)}|Σ|

i=1)

b2 := Judge(pk∗S ,PKZ
†
,m

∗
, σ

∗
, π

∗
,⊥) ̸= S

return b0 ∧ b1 ∧ b2

ExpAdmSec,k,b
k-SAN,A (λ)

(pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)← KGenAll(k)

O := {OSign,OProve}
(m, i

′
, j

′
)← AO

(pp, pk†S ,PKZ
†
)

foreach i ∈ JkK, j ∈ JnK do

ai,j :=

{
1, j = j′ ∧ i = i′ ∧ b = 1

0, otherwise

σ ← Sign(sk†S ,PKZ
†
,m,A)

b
∗ ← AO

(σ)

return b = b
∗

ExpImmut,k
k-SAN,A(λ)

Σ := ∅, (pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)← KGenAll(k)

(PKZ
∗
,m

∗
, σ

∗
)← AOSign,OProve (pp, pk†S ,PKZ

†
)

b0 ← Verify(pk†S ,PKZ
∗
,m

∗
, σ

∗
), b1 := 0

foreach (PKZi,mi,Ai, σi) ∈ Σ do

Z := {l ∈ [1, |PKZi|] | pklZ /∈ PKZ
†}

if

{
PKZ∗ = PKZi

ADM
Ai
SET(mi,m

∗,Z)

b1 := 1
return b0 ∧ ¬b1

ExpTrans,k,bk-SAN,A(λ)

Σ := ∅,O← {OSign,OSanit,Ob
Sign/Sanit,OProve}

(pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)← KGenAll(k)

b
∗ ← AO

(pp, pk†S ,PKZ
†
)

return b = b
∗

ExpInv,k,bk-SAN,A(λ)

Σ := ∅,O← {OSanit′ ,O
b
LoRADM,OProve}

(pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)← KGenAll(k)

b
∗ ← AO

(pp, pk†S ,PKZ
†
)

return b = b
∗

ExpPriv,k,bk-SAN,A(λ)

Σ := ∅
O← {OSign,OSanit,Ob

LoRSanitPriv,OProve}
(pp, sk†S ,SKZ

†
, pk†S ,PKZ

†
)← KGenAll(k)

b
∗ ← AO

(pp, pk†S ,PKZ
†
)

return b = b
∗

ExpSanAcck-SAN,A(λ)

Σ := ∅, pp← Setup(λ), (sk†S , pk
†
S)← KGenS(pp)

(PKZ
∗
,m

∗
, σ

∗
)← AOSign,OProve (pp, pk†S)

π
∗ ← Prove(sk†S ,PKZ

∗
,m

∗
, σ

∗
,⊥)

b0 ← Verify(pk†S ,PKZ
∗
,m

∗
, σ

∗
)

b1 := ((PKZ
∗
,m

∗
, σ

∗
) /∈ {((PKZi,mi, σi))}|Σ|

i=1)

b2 := (Judge(pk†S ,PKZ
∗
,m

∗
, σ

∗
, π

∗
,⊥) ̸= Z)

return b0 ∧ b1 ∧ b2

ExpSanitAnon,k,bk-SAN,A (λ)

(pp, sk†S ,SKZ
†
, pk†S ,PKZ

†
)← KGenAll(k)

O := {OSign,OSanit,OProve}
(m, i0, i1, j

′
,m

′
j′ )← A

O
(pp, pk†S ,PKZ

†
)

foreach i ∈ JkK, j ∈ JnK do

ai,j :=

{
1, j = j′ ∧ i ∈ {i0, i1}
0, otherwise

σ ← Sign(sk†S ,PKZ
†
,m,A)

σ
′ ← Sanitize(sk

†,ib
Z , pk†S ,PKZ

†
,m, (j,m

′
j′ ), σ)

b
∗ ← AO

(σ
′
)

return b = b
∗

Fig. 2: Security Experiments for k-SAN.
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Definition 4 (Signer-Accountability [11]). A k-sanitizer sanitizable sig-
nature scheme k-SAN is said to be signer-accountable if for all k ≥ 1 and PPT

adversaries A, Pr
[
ExpSigAcc,kk-SAN,A(λ) = 1

]
≤ negl(λ) where ExpSigAcc,kk-SAN,A(λ) is defined

in Figure 2.

Unforgeability. It requires that, given access to the oracles {OSign,OSanit,OProve},
an adversary cannot produce a valid message and signature (m∗, σ∗) such that
σ∗ was not generated by the oracles.

Definition 5 (Unforgeability [2]). A k-sanitizer sanitizable signature scheme
k-SAN is said to be unforgeable if for all k ≥ 1 and PPT adversaries A,
Pr
[
ExpUnforg,kk-SAN,A(λ) = 1

]
≤ negl(λ) where ExpUnforg,kk-SAN,A(λ) is defined in Figure 2.

As established in [6, 24], in sanitizable signatures, having both signer account-
ability and sanitizer accountability implies unforgeability. This result extends
naturally to the k-Sanitizer setting. Indeed, a non-negligible advantage against
our unforgeability experiment implies that the adversary can output a new valid
message-signature pair (m∗, σ∗) (i.e., b0 = b1 = 1 in the experiment). This pair
also satisfies the same validity conditions in ExpSanAcck-SAN,A(λ) and ExpSigAcc,kk-SAN,A(λ).
On input (m∗, σ∗), the Judge algorithm must output either S or Z, thus break-
ing either Signer Accountability or Sanitizer Accountability with non-negligible
probability.

Proof-Restricted Transparency. Transparency requires that sanitized signatures
are indistinguishable from fresh signatures. Given a signature on a message m
that was sanitized if b = 1 and not sanitized if b = 0, the adversary should not
be able to guess b with probability significantly better than random guessing.
However, this property cannot hold if the adversary has access to a Prove ora-
cle that can distinguish sanitized from fresh signatures. Therefore, we consider a
relaxed notion called proof-restricted transparency, which ensures that the adver-
sary cannot win without using the prove oracle. In this setting, the adversary is
given access to the oracles {OSign,OSanit,Ob

Sign/Sanit,OProve}, with the restriction
that OProve returns ⊥ on signatures generated via Ob

Sign/Sanit.

Definition 6 (Proof-Restricted Transparency [11]). A k-sanitizer sani-
tizable signature scheme k-SAN is said to be proof-restricted transparent if for
all k ≥ 1 and PPT adversaries A, Pr

[
ExpTrans,k,bk-SAN,A(λ) = 1

]
≤ negl(λ) where

ExpTrans,k,bk-SAN,A(λ) is defined in Figure 2.

Privacy. Privacy requires that sanitized signatures do not leak information about
the original message. The privacy game follows a left-or-right indistinguishability
approach: the adversary is given access to the oracle Ob

LoRSanitPriv which returns
a sanitized signature that was produced by one of two modifications resulting
in the same final message according to a random bit b. The adversary should
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not be able to guess b∗ = b with probability significantly better than random
guessing. The adversary is also given access to the oracles {OSign,OSanit,OProve}.

Definition 7 (Privacy [2]). A k-sanitizer sanitizable signature scheme k-SAN

is said to be private if for all k ≥ 1 and PPT adversaries A, Pr
[
ExpPriv,k,bk-SAN,A(λ) = 1

]
≤ negl(λ) where ExpPriv,k,bk-SAN,A(λ) is defined in Figure 2.

Proof-restricted transparency implies privacy as explained in [6, 24] which also
applies to our k-SAN model.

Invisibility. It ensures that an external observer cannot determine whether a
specific block is admissible, nor which sanitizer is authorized to modify it. The
invisibility game follows a left-or-right indistinguishability approach: given a
signature associated with an admissibility matrix Ab, chosen at random between
A0 and A1, the adversary must guess b. The adversary wins if they output b∗ = b
with probability significantly better than random guessing while having access
to the oracles {OSanit′ ,Ob

LoRADM,OProve}.

Definition 8 (Invisibility [11]). A k-sanitizer sanitizable signature scheme
k-SAN is said to be invisible if for all k ≥ 1 and PPT adversaries A,
Pr
[
ExpInv,k,bk-SAN,A(λ) = 1

]
≤ negl(λ) where ExpInv,k,bk-SAN,A(λ) is defined in Figure 2.

Unlinkability. It ensures that an external observer cannot determine the ori-
gin of a sanitized signature. The game follows a left-or-right indistinguishability
approach: given a sanitized signature σ′b derived from either σ0 or σ1, the ad-
versary must guess b∗ = b with probability significantly better than random
guessing given access to the oracles {OSign,OSanit,Ob

LoRSanit,OProve} in order to
win.

Definition 9 (Unlinkability [11]). A k-sanitizer sanitizable signature scheme
k-SAN is said to be unlinkable if for all k ≥ 1 and PPT adversaries A,
Pr
[
ExpUnlink,k,bk-SAN,A(λ) = 1

]
≤ negl(λ) where ExpUnlink,k,bk-SAN,A(λ) is defined in Figure 2.

Sanitizer Anonymity. It requires that the identity of the sanitizer who modified
an admissible block remains hidden. Given k sanitizers in PKZ, the adversary
selects sanitizers (i0, i1), a message m, and a modified block m′j′ . The challenger
signs m and sets both i0 and i1 as authorized for block j′, then picks b ∈ {0, 1}
and performs sanitization with sanitizer ib. The adversary wins if it can guess b
with a probability significantly better than random guessing. The adversary has
access to {OSign,OSanit,OProve}.

In case only one sanitizer is authorized, anonymity relies on the admissibility
matrix secrecy. The adversary chooses a sanitizer i′, m, and block j′; the chal-
lenger randomly sets i′ as authorized for j′ iff b = 1. The adversary must guess
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b with a probability significantly better than random guessing given access to
{OSign,OProve}.

Definition 10 (Sanitizer Anonymity [14]). A k-sanitizer sanitizable sig-
nature scheme k-SAN is said to be sanitizer anonymous if for all k ≥ 2 and
PPT adversaries A, Pr

[
ExpSanitAnon,k,bk-SAN,A (λ) = 1 ∨ ExpAdmSec,k,b

k-SAN,A (λ) = 1
]
≤ negl(λ)

where the experiments ExpSanitAnon,k,bk-SAN,A (λ) and ExpAdmSec,k,b
k-SAN,A (λ) are defined in Fig-

ure 2.

Full-Sanitization Verifiability. Full-sanitization verifiability requires that a sig-
nature is valid if and only if all admissible blocks were sanitized. In the game,
the adversary is given a list of sanitizer public keys PKZ† and access to the
oracle OSanit. He should produce a signature (pk∗S,m

∗, σ∗) where σ∗ is valid un-
der PKZ† with at least one admissible block according to a public admissibility
vector σ∗.PA provided in the signature. In addition, the signature should not
have been produced using OSanit.

Definition 11 (Full-Sanitization Verifiability). A k-sanitizer sanitizable
signature scheme k-SAN is said to be full-sanitization verifiable if for all k ≥ 1

and PPT adversaries A, Pr
[
ExpFullSanit,kk-SAN,A (λ) = 1

]
≤ negl(λ) where ExpFullSanit,kk-SAN,A (λ)

is defined in Figure 2.

Full-sanitization verifiability breaks proof-restricted transparency and invisibil-
ity which we prove below.

Theorem 1. If a k-SAN construction is full-sanitization verifiable, then it does
not satisfy the proof-restricted transparency property.

Proof. Assume, for contradiction, that there exists a k-SAN construction that
is both full-sanitization verifiable and proof-restricted transparent. Let A be an
adversary in the ExpTrans,k,bk-SAN,A game which we construct as the following. Firstly,
A receives the challenge (pp, pk†S,PKZ†) from the proof-restricted transparency
challenger. Then, A picks a message block j and a sanitizer i at random. A
sets the admissibility matrix A such that ai,j = 1 and all other entries are 0.
Then, A sets the message m such that all blocks have the value 1 and sets
MOD = ((j, 0)). Next, A calls the Ob

Sign/Sanit(pk
†,i
Z ,m,MOD,A) oracle which

will return a signature σ. Finally, A calls Verify(pk†S,PKZ†,m, σ) and gets b.
If b = 1, A returns b∗ = 1, otherwise it returns b∗ = 0. By the definition of
full-sanitization verifiability, σ is valid if and only if the Sanitize algorithm was
called on the admissible message block j. Therefore, A can detect sanitization,
giving it a non-negligible advantage in the proof-restricted transparency game.
This contradicts the definition of proof-restricted transparency. Thus, no k-SAN
construction can satisfy both properties simultaneously. ⊓⊔
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Theorem 2. If a k-SAN construction is full-sanitization verifiable, then it does
not satisfy the invisibility property.

Proof. Assume, for contradiction, that there exists a k-SAN construction that
is both full-sanitization verifiable and invisible. Let A be an adversary in the
ExpInv,k,bk-SAN,A game which we construct as the following. Firstly, A receives the
challenge (pp, pk†S,PKZ†) from the invisibility challenger. Then, A picks a mes-
sage block j and a sanitizer i at random. A sets the admissibility matrix A0 such
that ai,j = 1 and all other entries are 0, and sets all the entries of the admis-
sibility matrix A1 as 0. Then, A sets the message m such that all blocks have
the value 1 and calls the Ob

LoRADM(PKZ†,m,A0,A1) oracle which will return
a signature σ. Finally, A calls Verify(pk†S,PKZ†,m, σ) and gets b. If b = 1, A
returns b∗ = 1, otherwise it returns b∗ = 0. By the definition of full-sanitization
verifiability, σ is valid if and only if there are no admissible blocks (i.e., A1 was
used to generate σ) as the Ob

LoRADM oracle does not call the Sanitize algorithm.
Therefore, A can distinguish whether A0 or A1 was used to generate σ, giving
it a non-negligible advantage in the invisibility game. This contradicts the def-
inition of invisibility. Thus, no k-SAN construction can satisfy both properties
simultaneously. ⊓⊔

4 Cryptographic Building Blocks

We now introduce the building blocks required by our constructions informally
whereas the formal definitions of the algorithms and security can be found in
Appendices A and B.

Chameleon Hash functions which were introduced in [23] are commonly used in
sanitizable signatures. They are described as CHash := (ParGenCHash,KGenCHash,
HashCHash,CheckCHash,AdaptCHash). They encompass a relaxed property of colli-
sion resistance compared to hash functions, allowing the holder of a trapdoor
generated in KGenCHash to find collisions for a hash generated by HashCHash us-
ing the algorithm AdaptCHash. Without the trapdoor, they behave like normal
hash functions. A CHash is secure if it is correct, collision resistant, unique, and
indistinguishable.

We also use a Digital Signature scheme and a Public Key Encryption scheme
described as SIG := (KGenSIG,SignSIG,VerifySIG) and PKE := (KGenPKE,
EncryptPKE,DecryptPKE,MultiplyPKE) respectively. PKE allows homomorphic
scalar multiplication of the ciphertext using the MultiplyPKE algorithm. SIG is
considered secure if it is correct and has EUF-CMA security while PKE should
be correct, IND-CPA secure, and unlinkable [28] which means that an adver-
sary cannot predict whether the ciphertext was manipulated by MultiplyPKE or
generated freshly using EncryptPKE.

Our constructions also require a Verifiable Ring Signature described as VRS :=
(SetupVRS,KGenVRS,SignVRS,VerifyVRS,ProveVRS, JudgeVRS). Ring Signatures al-
low members of a group of signers called a ring to sign messages anonymously
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within the ring, i.e., an external entity cannot know which member of the ring
signed the message [29]. Verifiable Ring Signatures (VRS) expand this concept
by allowing a member of the ring to prove that he is the signer of the message
using the ProveVRS algorithm which can be verified later using the JudgeVRS al-
gorithm [26]. Bultel and Lafourcade [10] extended the definition of VRS to allow
the member to prove also that he is not the signer. We require VRS to have the
following security properties in order to be considered secure: correctness, un-
forgeability, anonymity, accountability which requires that an adversary cannot
forge a signature along with a proof that he is not the signer, and non-seizability
which requires that an adversary cannot accuse an honest user of signing a mes-
sage.

Equivalence Class Signatures described as EQS := (BGGen,KGenEQS,SignEQS,
ChgRepEQS,VerifyEQS,VerifyKeyEQS) allows signing representatives of equivalence
classes using SignEQS, such that a representative and its corresponding signature
can be adapted to give a fresh signature of a random representative in the same
class [11] using ChgRepEQS. The algorithm BGGen gives the description of a
multiplicative bilinear group of prime order q which is defined in Appendix A.
EQS is secure if it is correct, has EUF-CMA security, and has perfect-adaptation.

5 Invisible-Unlinkable-Transparent k-SAN

In the IUT-k-SAN construction, presented in Figure 3, the signer holds a pair
of keys for EQS, while each sanitizer possesses a pair of PKE keys. Both entities
also have key pairs for VRS.

During the Sign procedure, the signer generates n ephemeral signing key pairs
following the BLS-like signature construction of [11]. Each key is used to sign a
message block mj after applying a hash function H(j∥mj) → G2. These signa-
tures are referred to as inner signatures. The signer then signs the verification
keys of these inner signatures using his long-term EQS signing key, producing an
outer signature. To enable sanitization, a ciphertext matrix SKZ is constructed
by setting SKZi,j to an encryption of the signing key for block j under the pub-
lic key of sanitizer i if it is admissible for him, and an encryption of 0 otherwise.
Finally, all public information including the ciphertexts are signed using VRS
over a ring containing the signer’s and the k sanitizers’ public keys.

To sanitize a message in the Sanitize algorithm, the sanitizer decrypts his cipher-
texts in SKZ to recover the signing keys. For every block he wants to modify, the
sanitizer re-signs the modified block using the inner signature scheme. To ensure
unlinkability, all linkable elements in the signature are re-randomized. Specifi-
cally, BLS-like signatures and their secret and verification keys are re-randomized
using fresh scalars r and s, yielding the transformation (y, σ, (Gx

1 , G
xy
1 )) 7→

(y ·s, σs, (Grx
1 , Grsxy

1 )). The outer signature must also be re-randomized to main-
tain unlinkability. This is achieved using the ChgRepEQS algorithm which re-
randomizes signatures within the same equivalence class. Moreover, the cipher-
texts in SKZ need to be re-randomized and adapted to accommodate the trans-
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Setup(λ, n)

BG ← BGGen(λ), ppVRS ← SetupVRS(λ)
pp := (BG, λ, n, ppVRS)
return pp

KGenZ(pp)

(skZE, pkZE)← KGenPKE(λ)
(skZP, pkZP)← KGenVRS(ppVRS)
skZ := (skZE, skZP), pkZ := (pkZE, pkZP)
return (skZ, pkZ)

Sign(skS,PKZ,m,A)

SKZ := ⊥, (pkiZE, pk
i
ZP)i∈JkK

p←−PKZ

(skEQS, skSP)
p←−skS, (pkEQS, pkSP)

p←−pkS
m := m∥PKZ,A← AppendC(A, (0)

JkK
)

xj , yj ←$Z∗
q , Xj := G

xj
1 , Yj := X

yj
j , ∀j ∈ JnK

µ := SignEQS(skEQS, (Xj)j∈JnK)

η := SignEQS(skEQS, (Yj)j∈JnK)

σj := H(j∥mj)
yj , ∀j ∈ JnK

foreach j ∈ JnK do
T := ⊥
foreach i ∈ JkK do

τ ← EncryptPKE(pk
i
ZE, yj · ai,j)

T← Append(T, τ)
SKZ← AppendC(SKZ,T)

σSS := (µ, η, (σj , Xj , Yj)j∈JnK,SKZ)

t := pkS∥m∥σSS, L := {pkSP} ∪ {pkiZP}i∈JkK

σVRS ← SignVRS(skSP, L, t)
σ := (σSS, σVRS)
return σ

Verify(pkS,PKZ,m, σ)

(pkEQS, pkSP)
p←−pkS, (pk

i
ZE, pk

i
ZP)i∈JkK

p←−PKZ

(σSS, σVRS)
p←−σ,m := m∥PKZ

(µ, η, (σj , Xj , Yj)j∈JnK,SKZ)
p←−σSS

t := pkS∥m∥σSS, L := {pkSP} ∪ {pkiZP}i∈JkK

b1 ← VerifyVRS(L, t, σVRS)
b2 := (∀j ∈ JnK, Yj ̸= G1)
b3 ← VerifyEQS(pkEQS, (Xj)j∈JnK, µ)

b4 ← VerifyEQS(pkEQS, (Yj)j∈JnK, η)

b5 := (∀j ∈ JnK, (e(Xj , σj) = e(Yj ,H(j∥mj))))

return
5∧

j=1

bj

KGenS(pp)

(skEQS, pkEQS)← KGenEQS(BG, n)
(skSP, pkSP)← KGenVRS(ppVRS)
skS := (skEQS, skSP), pkS := (pkEQS, pkSP)
return (skS, pkS)

Sanitize(skZ, pkS,PKZ,m,MOD, σ)

(skZE, skZP)
p←−skZ, (pkEQS, pkSP)

p←−pkS
(pkiZE, pk

i
ZP)i∈JkK

p←−PKZ, (σSS, σVRS)
p←−σ

(µ, η, (σj , Xj , Yj)j∈JnK,SKZ)
p←−σSS

m := m∥PKZ,m
′
= MOD(m)

r, s←$Z∗
q ,SKZ

′ := ⊥
i′ := {i ∈ JkK | pkZ = (pkiZE, pk

i
ZP)}

(X
′
j)j∈JnK := (X

r
j )j∈JnK

(Y
′
j )j∈JnK := (Y

r·s
j )j∈JnK

µ
′ ← ChgRepEQS(pkEQS, (Xj)j∈JnK, µ, r)

η
′ ← ChgRepEQS(pkEQS, (Yj)j∈JnK, η, r · s)

foreach j ∈ JnK do
if j ∈ MOD do

ζ ← DecryptPKE(skZE,SKZi′,j)

return ⊥ if ζ = 0

σ
′
j := H(j∥m′

j)
ζ·s

else

σ
′
j := σ

s
j

T := ⊥
foreach i ∈ JkK do

τ ← MultiplyPKE(pk
i
ZE,SKZi,j , s)

T← Append(T, τ)

SKZ′ ← AppendC(SKZ′,T)

σ
′
SS := (µ

′
, η

′
, (σ

′
j , X

′
j , Y

′
j )j∈JnK,SKZ

′
)

t := pkS∥m
′∥σ′

SS, L := {pkSP} ∪ {pkiZP}i∈JkK

σ
′
VRS ← SignVRS(skZP, L, t)

σ
′ := (σ

′
SS, σ

′
VRS)

return σ
′

Prove(skS,PKZ,m, σ, j)

(skEQS, skSP)
p←−skS, (pkEQS, pkSP)

p←−pkS
(σSS, σVRS)

p←−σ
(pkiZE, pk

i
ZP)i∈JkK

p←−PKZ,m := m∥PKZ

t := pkS∥m∥σSS, L := {pkSP} ∪ {pkiZP}i∈JkK

π ← ProveVRS(L, t, σVRS, pkSP, skSP)
return π

Judge(pkS,PKZ,m, σ, π, j)

(pkEQS, pkSP)
p←−pkS, (σSS, σVRS)

p←−σ
(pkiZE, pk

i
ZP)i∈JkK

p←−PKZ,m := m∥PKZ

t := pkS∥m∥σSS, L := {pkSP} ∪ {pkiZP}i∈JkK

b← JudgeVRS(L, t, σVRS, pkSP, π)
return Z if b = 0 and S if b = 1

Fig. 3: Algorithms of the IUT-k-SAN construction.
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formation of the signing key without access to the decryption keys of other
sanitizers. This is done using the algorithm MultiplyPKE which allows unlinkable
homomorphic scalar multiplication. Finally, a new VRS signature is generated
by the sanitizer on the modified public information.

In the Verify algorithm, correctness is verified by checking the EQS signatures,
VRS signature, and by validating each inner signature over a message block j
via the bilinear pairing equation: e(Gxj

1 , σ) = e(G
xjyj

1 ,H(j∥mj)).

The Prove algorithm uses the ProveVRS procedure to construct a proof of origin,
while the Judge algorithm verifies the proof using JudgeVRS which returns b = 1
if the signer created the signature, and b = 0 otherwise.

Since our construction does not achieve full-sanitization verifiability, the index j
in the Prove and Judge algorithms is always set to ⊥. While our security model
does not require identifying the specific sanitizer who performed a modification,
it is possible to extend the functionalities of this construction by allowing the
identification of the exact sanitizer behind the VRS signature if all ring members
generate proofs via the ProveVRS algorithm.

To create IUT-k-SAN, we used the construction of Bultel et al. [11] as a base-
line, and then we did the necessary changes to satisfy the requirements of k-SAN.
Notably, in [11], the inner signature keys are encrypted in a single ciphertext.
During sanitization, after the keys are randomized, a new ciphertext is generated
which ensures unlinkability. In the k-SAN context, we have the ciphertexts’ ma-
trix SKZ instead of a single ciphertext and during sanitization, the ciphertexts
are updated using homomorphic operations to apply the randomization of the
keys. We also extended the VRS ring to include the signer and all sanitizers.
These changes along with the fact that the k-SAN security model is different
from traditional sanitizable signatures require revisiting the security proofs.

Theorem 3. IUT-k-SAN verifies correctness, unforgeability, immutability, ac-
countability, privacy, proof-restricted transparency, invisibility, unlinkability, and
sanitizer anonymity, if the underlying building blocks PKE, EQS, VRS, and
BLS-like signatures are secure.

Proof. The security proofs can be found in Appendix C. Here, we will explain the
general idea of the proofs. We note that correctness is trivial as it relies directly
on the correctness of the building blocks and that unforgeability and privacy are
implied by accountability and proof-restricted transparency respectively. We use
reduction based proof for the other properties.

Immutability. To prove this property we starts by using the unforgeability of
BLS-like signature and the hardness of the problem:

Lemma 1. Let (G1,G2,GT , G1, G2, GT , e, q) ← BGGen(λ) with q > 2λ, and
a, b, c←$Zq. For all generic group adversary A, the probability that A on input
(G1, G

a
1 , G

b
1, G2, G

b
2, G

c
2) outputs (Gu

1 , G
v
1, G

x
1 , G

y
1, G

z
2) such that au−x = 0, bv−

y = 0, cy − xz = 0, and v ̸= 0 is negligible.
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The proof of this Lemma is provided in Appendix C.

Subsequently we show that the BLS-like verification keys cannot be manipulated
assuming the EUF-CMA security of EQS. After that, the adversary’s last mean
of attack is to get the secret keys from the ciphertexts which, by the IND-CPA
security of PKE, is intractable.

Accountability. The proof reduces the accountability games to those of VRS.
Winning the signer-accountability game means the adversary produced a proof
that they did not produce a valid VRS, thus violating VRS accountability. Like-
wise, winning the sanitizer-accountability game implies that the sanitizer created
a VRS forgery for which the Prove algorithm falsely attributes the signature to
the signer, thereby breaking the non-seizability of VRS.

Proof-Restricted Transparency. We prove, via a sequence of games, that the
distribution of a fresh signature is indistinguishable from that of a sanitized one.
This relies on the indistinguishability between several components. An adversary
wins if he can:

1. distinguish whether the EQS signature was produced via ChgRepEQS or di-
rectly with SignEQS;

2. tell whether the ciphertexts in SKZ were generated using MultiplyPKE or
EncryptPKE;

3. determine whether the VRS signature was issued by the signer or by the
sanitizer; or

4. decide whether the values (xj , yj)j∈JnK were sampled uniformly at random
or obtained by multiplying previously chosen values by random elements
r, s←$Z∗q .

From the perfect adaptability of EQS, the unlinkability of PKE, the anonymity
of VRS, and the fact that the distribution of (xj , yj)j∈JnK is identical to that of
(s · xj , s · r · yj)j∈JnK. None of these advantages is achievable.

Unlinkability. Regarding unlinkability, we have to first distinguish between the
notions of weak unlinkability where the adversary is only allowed to query
Ob

LoRSanit on honestly generated signatures and unlinkability where this restric-
tion is removed. In order to show that the construction is unlinkable we start
by proving that the adversary cannot tamper with the signature as all pub-
lic information are signed using VRS which is unforgeable. This eliminates the
need for the restriction on Ob

LoRSanit that leads to weak unlinkability. Then, we
proceed to show that the adversary cannot predict the source of a sanitized sig-
nature because all the elements in the sanitized signatures are decorrelated from
the source. This is done using the following sequence of hybrid experiments: In
the first hybrid, we keep history of all ciphertexts, and we use the history to
do decryption instead of using DecryptPKE. In the second hybrid, we stop using
MultiplyPKE in the Sanitize algorithm and we replace it with direct encryption
of the decrypted ciphertext multiplied by the scalar s. In the third hybrid, we
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stop using ChgRepEQS in the Sanitize algorithm and we use SignEQS directly. In
the fourth hybrid, in the Sanitize algorithm, we replace the BLS-like verifica-
tion keys (X ′j)j∈JnK with fresh random values picked from Gn

1 and we propagate
the change to (Y ′j )j∈JnK to maintain the correctness of the inner signatures. In
the final and fifth hybrid, in the Sanitize algorithm, we replace the BLS-like se-
cret keys (yj)j∈JnK with fresh random values picked from Zn

q and propagate the
changes to the signatures and (Y ′j )j∈JnK to maintain correctness.

Then, we proceed to show that an adversary cannot distinguish any two consec-
utive hybrids respectively by the correctness of PKE, the unlinkability of PKE,
the perfect-adaptation of EQS, and by showing that the distributions of the
changed values in the fourth and fifth hybrids are indistinguishable.

Invisibility. If an adversary succeeds in breaking invisibility, this means that he
was able to break the IND-CPA security of PKE by distinguishing if for some
i ∈ JkK, j ∈ JnK where a0,i,j ̸= a1,i,j , SKZi,j was generated as the encryption of
the signing key or a 0.

Sanitizer Anonymity. To identify the sanitizer, the adversary can extract the
information from the VRS signature which is anonymous, or in case that a
message block is admissible to only one sanitizer, he can identify him by breaking
the secrecy of the admissibility matrix which relies on the IND-CPA security of
PKE. ⊓⊔

6 Full-Sanitization-Verifiable k-SAN

In the FSV-k-SAN construction, defined in Figure 4, the signer holds a pair
of SIG keys, while each sanitizer possesses a key pair for VRS and a separate
one for PKE. The construction uses a Chameleon hash function CHash which
is common in sanitizable signatures but instead of having a permanent CHash
trapdoor that is held by the sanitizer, we generate fresh keys for each message
block and share the trapdoors with authorized sanitizers securely using PKE.
This can be applied to existing Chameleon hash-based constructions to extend
them to the k-SAN context (e.g., [13]).

In the Sign algorithm, each message block is hashed using a chameleon hash func-
tion as (j∥mj) using freshly generated keys, and the resulting hash, randomness,
and public key are stored in a vector CH. A matrix of ciphertexts SKCH is
then constructed, where SKCHi,j is the encryption of the trapdoor for block j
under the public key of sanitizer i if it is admissible for him, and an encryption
of 0 otherwise. A public admissibility vector PA is also generated to indicate
which blocks are admissible, without revealing the corresponding sanitizers. The
tuple ((CHj .h,CHj .pkCH)j∈JnK,SKCH,PA, pkS,PKZ, n) is then signed using
SIG, yielding the signature s. Additionally, the signer creates a proof for each
message block by signing (j∥mj∥s) and storing the resulting signatures in a vec-
tor ρ. Including s in these signatures prevents reuse of prior signatures over the
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Setup(λ, n)

ppCH ← ParGenCHash(λ)
ppVRS ← SetupVRS(λ)
pp := (ppCH, ppVRS)
return pp

KGenS(pp)

(skS, pkS)← KGenSIG(λ)
return (skS, pkS)

Sign(skS,PKZ,m,A)

SKCH := ⊥,CH := ⊥, ρ := ⊥, n := |m|
(pkiZE, pk

i
ZP)i∈JkK

p←−PKZ

foreach j ∈ JnK do
(skCH, pkCH)← KGenCHash(pp)
(h, r)← HashCHash(pkCH, (j∥mj))
CH← Append(CH, (h, r, pkCH))
T := ⊥
foreach i ∈ JkK do

τ ← EncryptPKE(pk
i
ZE, skCH · ai,j)

T← Append(T, τ)
SKCH← AppendC(SKCH,T)

PA := (ADMA(j))j∈JnK

ms :=

(
(CHj .h,CHj .pkCH)j∈JnK,SKCH,

PA, pkS,PKZ, n

)
s← SignSIG(skS,ms)
foreach j ∈ JnK do

τ ← SignSIG(skS, (j∥mj∥s))
ρ← Append(ρ, τ)

σ := (s,CH,SKCH,PA, n, ρ)
return σ

Judge(pkS,PKZ,m, σ, π, j)

(s,CH,SKCH,PA, n, ρ)
p←−σ

if j = ⊥ then
if ∃j ∈ JnK,PAj = 1 then return Z
else return S

else
if PAj = 1 then return Z
else return S

KGenZ(pp)

(skZE, pkZE)← KGenPKE(λ)
(skZP, pkZP)← KGenVRS(ppVRS)
skZ := (skZE, skZP), pkZ := (pkZE, pkZP)
return (skZ, pkZ)

Sanitize(skZ, pkS,PKZ,m,MOD, σ)

CH
′ := ⊥, ρ′ := ⊥

(pkiZE, pk
i
ZP)i∈JkK

p←−PKZ

(s,CH,SKCH,PA, n, ρ)
p←−σ

(skZE, skZP)
p←−skZ, (hj , rj , pk

j
CH)j∈JnK

p←−CH

m
′
= MOD(m), L := {pkiZP}i∈JkK

i′ := i ∈ JkK | pkZ = (pkiZE, pk
i
ZP)

foreach j ∈ JnK do
if j ∈ MOD then

τ ← DecryptPKE(skZE,SKCHi′,j)

r
′ ← AdaptCHash(τ, (j∥mj), (j∥m′

j), rj , hj)

if r
′
= ⊥ then return ⊥

τ ← SignVRS(skZP, L, (j∥m′
j , s))

ρ′ ← Append(ρ′, τ)

CH
′ ← Append(CH

′
, (hj , r

′
, pkjCH))

else

ρ′ ← Append(ρ′, ρj)

CH
′ ← Append(CH

′
, (hj , rj , pk

j
CH))

σ
′ := (s,CH

′
,SKCH,PA, n, ρ

′
)

return σ
′

Verify(pkS,PKZ,m, σ)

(s,CH,SKCH,PA, n, ρ)
p←−σ

(hj , rj , pk
j
CH)j∈JnK

p←−CH

ms :=

(
(hj , pk

j
CH)j∈JnK,SKCH,

PA, pkS,PKZ, n

)
b1 ← VerifySIG(pkS,ms, s)

b2 :=

n∧
j=1

{
CheckCHash(pk

j
CH, (j∥mj), rj , hj)

}
(pkiZE, pk

i
ZP)i∈JkK

p←−PKZ, L := {pkiZP}i∈JkK

b3 :=
∧n

j=1


(

¬PAj∧
VerifySIG(pkS, (j∥mj∥s), ρj) = 1

)
∨
(

PAj∧
VerifyVRS(L, (j∥mj∥s), ρj) = 1

)


return b1 ∧ b2 ∧ b3

Fig. 4: Algorithms of the FSV-k-SAN construction.
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same message block in a different k-SAN context. The final signature consists of
the tuple (s,CH,SKCH,PA, n, ρ).

Signatures coming from Sign can be sanitized based on the defined admissibility
policy using the Sanitize algorithm. The sanitizer decrypts their correspond-
ing entries in SKCH to retrieve the trapdoors, which are then used to adapt
the relevant message blocks and their associated randomness via the AdaptCHash
algorithm. Each modified block is then signed using VRS to prove that the san-
itization was performed by a member of the ring formed by all sanitizers’ public
keys. The VRS signature is computed over the tuple (j∥mj∥s). The algorithm
finally returns the updated signature, including the modified chameleon hash
randomness and the sanitization proofs collected in ρ.

The Verify algorithm ensures the integrity of a signature by first checking the
main signature s, then verifying each chameleon hash using CheckCHash. It further
verifies that every admissible block (as indicated by PA) is accompanied by a
valid VRS signature, while inadmissible blocks must carry a valid SIG signature.

In this construction, the Prove algorithm is not required due to full-sanitization
verifiability which allows the Judge algorithm to function without explicit proofs.
Consequently, the oracle OProve always returns ⊥. We consider that the Judge
algorithm is called on valid signatures only, which implicitly confirms that each
message block has a valid proof—either of signing or sanitization. If j = ⊥, the
algorithm returns Z if at least one block is admissible, and S otherwise. If j ̸= ⊥,
it returns Z if PAj = 1, and S otherwise.

While VRS could be replaced by standard ring signatures in this construction,
we retain VRS to support future extensions where identifying the sanitizer of a
block is required.

We also provide high-level flowcharts that show how the Sign and Sanitize algo-
rithms work in IUT-k-SAN and FSV-k-SAN in Appendix D to better highlight
the differences.

Theorem 4. FSV-k-SAN verifies the security properties of correctness, un-
forgeability, immutability, accountability, privacy, full-sanitization verifiability,
and sanitizer anonymity, if the underlying building blocks CHash, SIG, PKE,
and VRS are secure.

Proof. The security proofs can be found in Appendix E. Here, we will explain the
general idea of the proofs. As with the previous scheme, the correctness follows
directly from that of the underlying building blocks and unforgeability is implied
by accountability.

Immutability. If an adversary succeeds in breaking immutability, this means that
he was able to change one or more inadmissible message blocks. We use this to
construct adversaries against the security properties of the underlying building
blocks thus eliminating all possible axes of attack if the building blocks are
secure. Concretely breaking immutability implies either forging a SIG signature
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where the signed hash values were changed (i.e., breaking the EUF-CMA security
of SIG), breaking the encryption of the chameleon hash trapdoors (i.e., breaking
the IND-CPA security of PKE), finding a collision for the chameleon hashes
without access to the trapdoor (i.e., breaking the collision-resistance of CHash),
or finding a different CHash randomness for the same message thus breaking its
uniqueness.

Accountability. We do the proof by doing a reduction from the accountabil-
ity games to the unforgeability of VRS and SIG. If an adversary succeeds in
the signer accountability game, this means that he was able to provide a VRS
signature under the ring of sanitizers. On the other hand, winning in the signer
accountability game means that the adversary was able to produce a SIG forgery
as a signature proof for some message block.

Privacy. The signature generated in the Sign algorithm, contains two elements
related to the message, the SIG signature proof and the chameleon hash value.
The SIG signature is overwritten by the VRS signature which means it does not
leak information about the original message. The hash value also does not leak
information because of the indistinguishability of CHash. We show this by doing
a reduction from the privacy game to CHash’s indistinguishability.

Full-Sanitization Verifiability. As in the Verify algorithm we check for a VRS
signature of every admissible block, an adversary that has a non-negligible prob-
ability in winning the game can be used to construct an adversary against the
unforgeability of VRS.

Sanitizer Anonymity. To reveal the identity of the sanitizer, the adversary needs
to extract the information from the VRS signature which is anonymous. He has
another option in case that the message block is admissible to only one sanitizer.
In this case, if he can break the IND-CPA security of PKE, he can know to which
of the k sanitizers the trapdoor was encrypted instead of a 0. ⊓⊔

7 Implementation and Performance Analysis

For IUT-k-SAN, we instantiate it with the VRS scheme of Bultel and Lafour-
cade [10], Mercurial signatures [17] for EQS, and the Paillier cryptosystem [27]
for PKE. To be able to compare fairly our two implementations, we use for
FSV-k-SAN the same PKE and VRS as IUT-k-SAN, Schnorr signatures [31],
and the discrete log chameleon hash construction from [23]. The theoretical ef-
ficiency of both constructions can be found in Appendix F.

We implemented both constructions in Rust6 and tested their performance on a
Linux server with an Intel i5-11500 processor and 32GB of RAM, and a Google
Pixel 6a smartphone. Regarding the building blocks, we implemented the BLS-
like signatures, CHash and VRS using the num_bigint, glass_pumpkin, and
ark-bls12-381 Rust crates, and used the existing crates kzen-paillier, k256, and
6 https://github.com/be-ys/ksan

https://github.com/be-ys/ksan
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delegatable_credentials for PKE, SIG, and EQS respectively. Figure 5 shows
the performance for different values of n (number of message blocks) in both
constructions while fixing the number of sanitizers k to 5. Although we have
only 3 sanitizers in the multi-party contract and medical document use cases,
we use a slightly bigger value to allow for cases where more sanitizers are needed.
For example, the rental contract can involve additional parties like an insurance
company and a second guarantor. The execution time of the Sanitize algorithm
depends on the number of modified blocks which was fixed to 1 in each call to
the algorithm. As Verify in FSV-k-SAN depends on the number of admissible
blocks, we fixed it to 5. Regarding the security parameters, we set λ = 2048
for CHash and VRS, and 2056 for PKE. We use the secp256k1 curve for SIG
and BLS12-381 for EQS and the BLS-like signatures. We use a slightly bigger
λ for PKE to make sure that the modulus is big enough to encrypt the CHash
secret keys. The results were obtained by executing each algorithm 200 times
and calculating the average execution time.

Sign (IUT-k-SAN) Sanitize Verify Judge Prove
Sign (FSV-k-SAN) Sanitize Verify Judge
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Fig. 5: Performance of the implementation of both constructions. We fix k = 5
and test with variable n. The first figure shows the performance on a server,
while the second figure shows the performance on a smartphone.

On the server, the Sign algorithm took ∼704ms on n = 15 while IUT-k-SAN
took∼759ms. Verify in FSV-k-SAN took∼515ms. Other algorithms in both con-
structions took less than ∼205ms. Regarding the smartphone, signing a message
with n = 15 took ∼1130ms and ∼1243ms in FSV-k-SAN and IUT-k-SAN re-
spectively. Verify took ∼1093ms in FSV-k-SAN. Other algorithms took less than
∼410ms in both constructions. This degradation of performance is expected as
we pass to a less powerful device. The performance is acceptable for many ap-
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plications that require the advanced features and security properties that we
propose.

We notice that compared to the theoretical analysis, the real execution time of
IUT-k-SAN is for the most part not much different from FSV-k-SAN. This is due
to using a large λ for PKE, CHash, and VRS which makes the contribution of the
other building blocks negligible as the fields and groups in the used elliptic curves
are much smaller. Thus, we did another test using a smaller λ = 512 for CHash
and VRS and 520 for PKE to have a more accurate comparison between theoret-
ical and real performance even if these values are insecure. We show the results
of this test in Appendix F. During this test we found that the implementation of
PKE in the kzen-paillier crate is faster than directly doing exponentiation in the
num_bigint crate. Moreover, the delegatable_credentials crate uses the multi
Miller loop optimization [32] to do the multiple pairings in VerifyEQS which leads
to a significant performance gain on the server. However, this optimization did
not perform well on the smartphone. We tested another crate called mercurial-
signature for EQS which does not use the multi Miller loop and found that it
performs better than the delegatable_credentials crate on the smartphone but
worse on the server. We maintained the use of the delegatable_credentials crate
as the gain of performance on the server side was more significant than the
loss on the smartphone side. Precisely, the verification of a signature on a 15
elements message in the delegatable_credentials crate took ∼4ms on the server
and ∼43ms on the smartphone, while the mercurial-signature crate took ∼20ms
on the server and ∼30ms on the smartphone.

We also compare the efficiency of our constructions with the existing multi-
sanitizer schemes [1, 7, 14, 15, 25, 30]. We differ the comparison to Appendix G
as it is hard to give an accurate conclusion of which schemes are more efficient
given that our constructions and the existing ones support different security
properties and the existing constructions have a unique admissibility policy for
all sanitizers.

8 Conclusion

We introduced a multi-sanitizer sanitizable signature scheme which allows dif-
ferent sanitizers to have different admissibility policies. We defined its secu-
rity model, introduced a new property called full-sanitization verifiability, and
proved that it breaks proof-restricted transparency and invisibility. We designed
two generic constructions IUT-k-SAN and FSV-k-SAN with different security
properties adapted to different use cases and proved their security. Finally, we
implemented the constructions using Rust and shown that they have acceptable
performance on a server and a smartphone.

Our implementation uses pre-quantum primitives, but FSV-k-SAN could em-
ploy post-quantum ones such as the Chameleon hash and VRS from [16], Ky-
ber [4], and Dilithium [20]. Since the Chameleon hash of [16] lacks unique-
ness, we can sign the randomness using SIG and VRS in the block-wise sign-
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ing/sanitization proofs to compensate for this. Post-quantum security is not
possible for IUT-k-SAN because EQS has no post-quantum alternative yet.
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A Building Blocks Algorithms

Definition 12 (CHash [13, 23]). A chameleon-hash CHash consists of five
algorithms which are defined as follows:

ppCH ← ParGenCHash(λ) : On input the security parameter λ, the algorithm out-
puts the public parameter ppCH.

(skCH, pkCH)← KGenCHash(ppCH) : On input the public parameter ppCH, the al-
gorithm outputs a tuple (skCH, pkCH) containing the secret key (trapdoor) skCH
and the public key pkCH.

(h, r)← HashCHash(pkCH,m) : On input a public key pkCH and a message m, the
algorithm outputs a tuple (h, r) containing a hash h and a randomness r.

b← CheckCHash(pkCH,m, r, h) : On input a public key pkCH, a message m, a ran-
domness r, and a hash h, the algorithm outputs a bit b indicating if the given
hash is valid.

r′ ← AdaptCHash(skCH,m,m′, r, h) : On input a secret key skCH, a message m,
a new message m′, a randomness r, and a hash h, the algorithm outputs a
new randomness r′, such that CheckCHash(pkCH,m, r, h) = CheckCHash(pkCH,
m′, r′, h) = 1.

Definition 13 (SIG). A signature scheme SIG consists of three algorithms
which are defined as follows:

(sk, pk)← KGenSIG(λ) : On input the security parameter λ, the algorithm out-
puts a tuple (sk, pk) containing sk the secret key and pk the public key.

σ ← SignSIG(sk,m) : On input a secret key sk and a message m, the algorithm
outputs a signature σ.

b← VerifySIG(pk,m, σ) : On input a public key pk, a message m and a signature
σ, the algorithm outputs a bit b indicating if the signature is valid.

Definition 14 (PKE). A public-key asymmetric encryption scheme PKE con-
sists of the algorithms (KGenPKE,EncryptPKE,DecryptPKE). If PKE is homomor-
phic for scalar multiplication, then a fourth algorithm MultiplyPKE is added. The
algorithms are defined as follows:

(sk, pk)← KGenPKE(λ) : On input the security parameter λ, the algorithm out-
puts a tuple (sk, pk) containing sk the secret key and pk the public key.

c← EncryptPKE(pk,m) : On input a public key pk and a plaintext m, the algo-
rithm outputs a ciphertext c.

m← DecryptPKE(sk, c) : On input a secret key sk and a ciphertext c, the algo-
rithm outputs the decrypted plaintext m.

c′ ← MultiplyPKE(pk, c, s) : On input a public key pk, a ciphertext c of a plaintext
m and a scalar s, the algorithm outputs a new ciphertext c′ that decrypts to
s ·m.

Definition 15 (VRS [10, 11]). A verifiable ring signature scheme VRS con-
sists of six algorithms which are defined as follows:
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ppVRS ← SetupVRS(λ) : On input the security parameter λ, the algorithm outputs
the public parameter ppVRS.

(sk, pk)← KGenVRS(ppVRS) : On input the public parameter ppVRS, the algorithm
outputs a tuple (sk, pk) containing sk the secret key and pk the public key.

σ ← SignVRS(sk, L,m) : On input a secret key sk, a ring L which is a set of
public keys, and a message m, the algorithm outputs the signature σ.

b← VerifyVRS(L,m, σ) : On input a ring L, a message m, and a signature σ,
the algorithm outputs a bit b indicating if the signature is valid.

π ← ProveVRS(L,m, σ, pk, sk) : On input a ring L, a message m, a signature σ,
a public key pk, and a secret key sk, the algorithm outputs a proof π.

b← JudgeVRS(L,m, σ, pk, π) : On input a ring L, a message m, a signature σ,
a public key pk, and a proof π, the algorithm outputs a bit b indicating if the
signature was or was not generated by the signer pk.

Definition 16 (Bilinear Map [22]). Let G1, G2, and GT be cyclic groups of
prime order q where G1 and G2 are additive and GT is multiplicative. Let g1 and
g2 be generators of G1 and G2 respectively. We call e : G1×G2 → GT a bilinear
map or pairing if it is efficiently computable and the following conditions hold:

Bilinearity: e(ga1 , gb2) = e(g1, g2)
ab = e(gb1, g

a
2 ),∀a, b ∈ Zq,

Non-degeneracy: e(g1, g2) ̸= 1GT , i.e.,, e(g1, g2) generates GT .

Definition 17 (EQS [11, 22]). An equivalence class signature (EQS) scheme
is a tuple of six algorithms defined as follows:

BG ← BGGen(λ) : On input the security parameter λ, the algorithm outputs
BG := (G1,G2,GT , g1, g2, gT , e, q) the description of a multiplicative bilin-
ear group of prime order q.

(sk, pk)← KGenEQS(BG, n) : On input the group BG and the message length n,
the algorithm outputs a tuple (sk, pk) containing sk the secret key and pk the
public key.

σ ← SignEQS(sk, M̄) : On input a secret key sk and a message M̄ ∈ Gn
1 , the

algorithm outputs a signature σ on the equivalence class [M̄ ]R.
σ′ ← ChgRepEQS(pk, M̄ , σ, ρ) : On input a public key pk, a message M̄ ∈ Gn

1 ,
a signature σ on the equivalence class [M̄ ]R, and a scalar ρ, the algorithm
outputs a new signature σ′ on the (same) equivalence class [M̄ρ]R = [M̄ ]R.

b← VerifyEQS(pk, M̄ , σ) : On input a public key pk, a message M̄ ∈ Gn
1 , and a

signature σ, the algorithm outputs a bit b indicating if the signature is valid.
b← VerifyKeyEQS(sk, pk) : On input a secret key sk and a public key pk, the

algorithm outputs a bit b indicating if the keys are consistent.

B Security Experiments for The Building Blocks

All the security experiments and oracles mentioned in the definitions in this
section are defined in Figure 6.
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B.1 Properties of Chameleon Hashes

Collision-Resistence. Collision-Resistence requires that it is hard for an adver-
sary to find a collision without knowing the trapdoor.

Definition 18 (Collision-Resistence of CHash [13]). A chameleon hash
CHash is collision-resistent if for all PPT adversaries A, Pr

[
ExpCol−ResCHash,A(λ) = 1

]
≤ negl(λ).

Uniqueness. Uniqueness requires that it is hard for an adversary to find two
different valid randomness values for the same message and hash value.

Definition 19 (Uniqueness of CHash [13]). A chameleon hash CHash is
unique if for all PPT adversaries A, Pr

[
ExpUniqCHash,A(λ) = 1

]
≤ negl(λ).

Indistinguishability. Indistinguishability requires that the randomness does not
reveal if it was obtained from HashCHash or AdaptCHash.

Definition 20 (Indistinguishability of CHash [13]). A chameleon hash
CHash is indistinguishable if for all PPT adversaries A,∣∣∣Pr [ExpInd,bCHash,A(λ) = 1

]
− 1

2

∣∣∣ ≤ negl(λ).

B.2 Properties of Signatures

Definition 21 (EUF-CMA security of SIG). A signature scheme SIG is
existentially unforgeable under chosen message attacks (EUF-CMA) if for all
PPT adversaries A, Pr

[
ExpEUF−CMA

SIG,A (λ) = 1
]
≤ negl(λ).

B.3 Properties of Public Key Encryption

We require IND-CPA security for both constructions and unlinkability for the
IUT-k-SAN construction.

Definition 22 (IND-CPA Security). A PKE scheme has indistinguishabil-
ity against chosen-plaintext attacks (IND-CPA) if for all PPT adversaries A,∣∣∣Pr [ExpIND−CPA,bPKE,A (λ) = 1

]
− 1

2

∣∣∣ ≤ negl(λ).

Definition 23 (Unlinkability of PKE [28]). A PKE scheme is unlinkable
if for all PPT adversaries A,

∣∣∣Pr [ExpUnlink,bPKE,A(λ) = 1
]
− 1

2

∣∣∣ ≤ negl(λ).

B.4 Properties of Verifiable Ring Signatures

In the following definitions, Q is the set of message-signature pairs associated
with the queries to the oracle OSignVRS .
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Unforgeability. A VRS is unforgeable when no adversary that has access to the
sign and proof oracles is able to forge a fresh message-signature pair (m,σ), such
that the corresponding ring contains public keys of honest users only.

Definition 24 (Unforgeability of VRS [10, 11]). A VRS scheme VRS is un-
forgeable if for all n ∈ poly(λ) and for all PPT adversary A, Pr

[
ExpUnforg,nVRS,A (λ) = 1

]
≤ negl(λ).

Anonymity. A VRS is anonymous when no adversary can link a signature to the
public key of its signer. The adversary has access to the OSignVRS , OProveVRS , and
Ob,d0,d1

LoRSignVRS
oracles.

Definition 25 (Anonymity of VRS [10, 11]). A VRS scheme VRS is anony-
mous if for all PPT A,

∣∣∣Pr [ExpAnon,n,bVRS,A (λ) = 1
]
− 1

2

∣∣∣ ≤ negl(λ).

Accountability. A VRS is accountable when no adversary that has access to the
signature oracle and the proof oracle is able to forge a fresh message-signature
pair (m,σ) together with a proof that it is not the signer of σ, such that the
corresponding ring contains at most one public key of a non-honest user.

Definition 26 (Accountability of VRS [10, 11]). A VRS scheme VRS is ac-
countable if for all n ∈ poly(λ) and for all PPT adversary A, Pr

[
ExpAcc,nVRS,A(λ) = 1

]
≤ negl(λ).

Non-Seizability. A VRS is non-seizable when no adversary that has access to
the signature and the proof oracle is able to forge a fresh message-signature pair
(m,σ), such that the proof algorithm ran by the honest user returns a proof that
σ was computed by the honest user.

Definition 27 (Non-Seizability of VRS [10, 11]). A VRS scheme VRS is
non-seizable if for all PPT adversary A, Pr

[
ExpNon−SeizVRS,A (λ) = 1

]
≤ negl(λ).

B.5 Properties of Equivalence Class Signatures

We recall the definitions of Class-Hiding Groups and the security properties of
EQS from [11]. Class-hiding was introduced by Hanser and Slamanig [22] as a
property of equivalence class signatures.

Class-Hiding Groups. Let BG := (G1,G2,GT , g1, g2, gT , e, q)← BGGen(λ) be the
description of a multiplicative bilinear group of prime order q generated by some
efficient PPT algorithm BGGen(λ). Let X̄ = (X1, . . . , Xn) ∈ Gn

1 and ρ ∈ Zq.
We write X̄ := (X1, . . . , Xn)

ρ := (Xρ
1 , . . . , X

ρ
n). We then define the equivalence

relation

R := {(M̄, N̄) : ∃n > 1, ρ ∈ Z∗q s.t . (M̄, N̄) ∈ Gn
1 ×Gn

1 ∧ N̄ = M̄ρ}.
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OAdaptCHash
(m,m′, r, h)

if CheckCHash(pkCH,m, r, h) ̸= 1 then
return ⊥

r
′ ← AdaptPCH(skCH,m,m

′
, r, h)

if r
′
= ⊥ then return ⊥

Q := Q ∪ {m,m
′}

return r
′

OSignSIG(m)

σ ← SignSIG(sk,m),Q := Q ∪ (m,σ)
return σ

OSignVRS(L, i,m)

σ ← SignVRS(sk
†
i , L,m)

Q := Q ∪ {(m,σ)}
return σ

Ob,d0,d1

LoRSignVRS
(L,m)

if {pk†d0 , pk
†
d1
} ⊆ L then

σ ← SignVRS(sk
†
db

, L,m)

QLoR := QLoR ∪ {(m,σ)}
return σ

return ⊥

ExpIND−CPA,bPKE,A (λ)

(sk†, pk†)← KGenPKE(λ)

(m0,m1)← AOEnc (pk†)

c← EncryptPKE(pk
†
,mb)

b
∗ ← AOEnc (c)

return b
∗
= b

ExpCol−ResCHash,A(λ)

Q := ∅, ppCH ← ParGenCHash(λ)
(skCH, pkCH)← KGenCHash(ppCH)

(m
∗
, r

∗
,m

∗′
, r

∗′
, h

∗
)← AOAdaptCHash (ppCH, pkCH)

if


CheckCHash(pkCH,m

∗, r∗, h∗) = 1

CheckCHash(pkCH,m
∗′, r∗′, h∗) = 1

m∗′ /∈ Q ∧m∗ ̸= m∗′
then

return 1
return 0

ExpUniqCHash,A(λ)

Q := ∅, ppCH ← ParGenCHash(λ)

(pkCH
∗
,m

∗
, r

∗
, r

∗′
, h

∗
)← AOAdaptCHash (ppCH)

if


CheckCHash(pkCH

∗,m∗, r∗, h∗) = 1

CheckCHash(pkCH
∗,m∗, r∗′, h∗) = 1

r∗ ̸= r∗′
then

return 1
return 0

ExpInd,bCHash,A(λ)

Q := ∅, ppCH ← ParGenCHash(λ)
(skCH, pkCH)← KGenCHash(ppCH)

b
∗ ← AOAdaptCHash

,Ob
HashOrAdapt (ppCH, pkCH)

return b = b
∗

ExpAnon,n,bVRS,A (λ)

Q := ∅,QLoR := ∅, pp← Setup(λ)

∀i ∈ JnK, (sk†i , pk
†
i )← KGenVRS(pp)

(d0, d1)← A
OSignVRS

,OProveVRS (pp, {pk†i}i∈JnK)

O :=
{
OSignVRS

,OProveVRS
,Ob,d0,d1

LoRSignVRS

}
b
∗ ← AO

()

return b = b
∗

Ob
HashOrAdapt(m,m′)

(h, r)← HashCHash(pkCH,m
′
)

(h
′
, r

′
)← HashCHash(pkCH,m)

r
′′ ← AdaptCHash(skCH,m,m

′
, r

′
, h

′
)

if r = ⊥ ∨ r
′′

= ⊥ then return ⊥
if b = 0 then return (h, r)

else return (h
′
, r

′′
)

OProveVRS(L,m, σ, i)

if

{
pk†i ∈ L

(·, σ) /∈ QLoR
then

return ProveVRS(sk
†
i , L,m, σ)

return ⊥

ExpEUF−CMA
SIG,A (λ)

Q := ∅, (sk, pk)← KGenSIG(λ)

(m
∗
, σ

∗
)← AOSignSIG (pk)

if

{
VerifySIG(pk,m

∗, σ∗) = 1

(m∗, σ∗) /∈ Q
then

return 1
return 0

ExpUnlink,bPKE,A(λ)

(sk†, pk†)← KGenPKE(λ)

(c, s)← AOEnc,ODec (pk†)

m← DecryptPKE(sk
†
, c)

c
′ ←

{
EncryptPKE(pk

†,m · s), b = 0

MultiplyPKE(pk
†, c, s), b = 1

b
∗ ← AOEnc,ODec (c

′
)

return b
∗
= b

ExpUnforg,nVRS,A (λ)

Q := ∅, pp← Setup(λ)

∀i ∈ JnK, (sk†i , pk
†
i )← KGenVRS(pp)

O :=
{
OSignVRS

,OProveVRS

}
(L

∗
,m

∗
, σ

∗
)← AO

(pp, {pk†i}i∈JnK)

b0 ← VerifyVRS(L
∗
,m

∗
, σ

∗
)

b1 := L
∗ ⊆ {pki}i∈JnK

b2 := (·, σ∗
) /∈ Q

return b0 ∧ b1 ∧ b2

ExpNon−SeizVRS,A (λ)

Q := ∅, pp← Setup(λ)

(sk†, pk†)← KGenVRS(pp)

O :=
{
OSignVRS

,OProveVRS

}
(L

∗
,m

∗
, σ

∗
)← AO

(pp, pk†)

π
∗ ← ProveVRS(L

∗
,m

∗
, pk†, sk†)

b0 ← VerifyVRS(L
∗
,m

∗
, σ

∗
)

b1 := (JudgeVRS(L
∗
,m

∗
, σ

∗
, pk†, π∗

) ̸= 0)

b2 := (·, σ∗
) /∈ Q

return b0 ∧ b1 ∧ b2

ExpAcc,nVRS,A(λ)

Q := ∅, pp← Setup(λ)

∀i ∈ JnK, (sk†i , pk
†
i )← KGenVRS(pp)

O :=
{
OSignVRS

,OProveVRS

}
(L

∗
,m

∗
, σ

∗
, pk∗, π∗

)← AO
(pp, {pk†i}i∈JnK)

b0 ← VerifyVRS(L
∗
,m

∗
, σ

∗
)

b1 := (JudgeVRS(L
∗
,m

∗
, σ

∗
, pk∗, π∗

) = 0)

b2 := L
∗ ⊆ {pki}i∈JnK ∪ {pk

∗}
b3 := (·, σ∗

) /∈ Q
return b0 ∧ b1 ∧ b2 ∧ b3

Fig. 6: Security experiments and oracles for the building blocks.
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For a vector M̄ ∈ Gn
1 for some n > 1, its equivalence class is defined by

[M̄ ]R := {N̄ ∈ Gn
1 : (M̄, N̄) ∈ R}. A relation R is class-hiding if it is hard

to distinguish elements from the same equivalence class from randomly sampled
group elements.

Definition 28 (Class-Hiding). A relation R is class-hiding if for all n > 1
and for all PPT adversaries A there exists a negligible function negl(λ) such that∣∣∣∣Pr [b′ = b :

b← {0, 1};BG ← BGGen(λ); (M,M0)←$ (Gn
1 )

2;

M1 ← [M ]R; b
′ ← A(BG,M,Mb)

]
− 1

2

∣∣∣∣ ≤ negl(λ).

Definition 29 (EUF-CMA). An EQS scheme is existentially unforgeable un-
der chosen message attacks (EUF-CMA) if for all n > 1, for all n ∈ poly(λ),
and for all PPT adversaries A,

Pr

1 = Verify(pk,M∗, σ∗) ∧
∀M ∈ Q : [M ]R ̸= [M∗]R

:

BG ← BGGen(λ);

(pk, sk)← KGenEQS(BG, 1n);
(M∗, σ∗)← ASignEQS(sk,·)(pk)

 ≤ negl(λ).

Perfect signature adaptation means signatures where the representation was
changed by the ChgRepEQS algorithm are distributed like fresh signatures.

Definition 30 (Perfect Signature Adaptation). An EQS scheme perfectly
adapts signatures if for all tuples (sk, pk, M̄ , σ, ρ) such that VerifyKeyEQS(pk, sk) =
1, VerifyEQS(pk, M̄ , σ) = 1, M̄ ∈ Gn

1 for some n > 1, and ρ ← Z∗q it holds that
ChgRepEQS(pk, M̄ , σ, ρ) and SignEQS(sk, M̄

ρ) are identically distributed.

C Proofs for The IUT-k-SAN Construction

As our construction builds on the concepts explored by Bultel et al. [11] and uses
their BLS-like signatures, we can reuse a good portion of their proofs. We recall
that in [11], Bultel et al. have two constructions Π1 which does not include VRS
and Π2 with VRS. Π1 has weak-immutability where the adversary can tamper
with the sanitizer’s public key, perfect strong transparency, strong invisibility,
and weak unlinkability. Π2 has immutability where the adversary cannot tam-
per with the sanitizer’s public key, strong accountability, strong proof-restricted
transparency, strong invisibility, and unlinkability. The resused proofs have been
adapted to our model and according to the changes that allowed multiple sani-
tizers with different admissibility policies.

Bultel et al.’s [11] proofs use the generic group model abstraction of Shoup [33].
The following lemma is used to prove facts about generic attackers.

Lemma 2 (Schwartz-Zippel). Let F (X1, . . . , Xm) be a non-zero polynomial
of degree d ≥ 0 over a field F. Then the probability that F (x1, . . . , xm) = 0 for
randomly chosen values (x1, . . . , xm) in Fn is bounded from above by d

|F| .
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Proof (Correctness.). The correctness of k-SAN relies directly on the correctness
of the underlying signature schemes VRS, EQS, and BLS-like. ⊓⊔

Before starting the immutability proof, we recall that the challenger of our im-
mutability game generates a set of sanitizers PKZ† to which the adversary does
not have access and that the adversary can generate his own sanitizers if needed.

Proof (Immutability). The first part of our proof (proof of Lemma 1) is a copy
of Bultel et al.’s [11] proof of weak immutability for Π1. In their proof they
upgraded weak immutability to immutability by signing the sanitizer public key
with the message. We did the same in our construction. We modified the proof
to use our notation and to account for the multi-sanitizer setting. Whenever the
authors of [11] refer to a message block as admissible, we say that the block is
admissible for a sanitizer to which the adversary has access i.e., (pkZE, pkZP) /∈
PKZ†. For inadmissible blocks, we say that the block is inadmissible for all
sanitizers outside PKZ†. The second part of the proof concerns the encryption
of secret keys which is not part of the proof from [11].

To prove that k-SAN is immutable, we first show the generic hardness of the
problem defined in Lemma 1.

Proof (Lemma 1). Let (Gu
1 , G

v
1, G

x
1 , G

y
1, G

z
2) be the output of A. Since A is

generic, it holds that u = u1 + uaa + ubb, v = v1 + vaa + vbb, x = x1 +
xaa + xbb, y = y1 + yaa + ybb, and z = z1 + zbb + zcc for some coefficients
u1, ua, ub, v1, va, vb, x1, xa, xb, y1, ya, yb, z1, zb, zc ∈ Zq. By the relation au−x = 0,
we have −x1 + (u1 − xa)a − xbb + uaa

2 + ubab = 0. Note that f(A,B) :=
−x1+(u1−xa)A−xbB+uaA

2+ubAB is a quadratic polynomial in the variables
A and B. Suppose f is not a zero polynomial, by the Schwartz-Zippel lemma
(Lemma 2), for a, b ← Zq, the probability that f(a, b) = 0 is upper bounded
by 2/q < 21−λ which is negligible. Therefore, we can assume that f is always
zero. In particular, we have x1 = xb = 0. Similarly, by examining the relation
bv − y = 0, we can assume that v1 = yb, and y1 = ya = 0. We can therefore
write x = xaa and y = ybb. Next, we examine the relation cy − xz = 0, which
implies ybbc − xaz1a − xazbab − xazcac = 0. Using the Schwartz-Zippel lemma
again, we can assume that yb = 0. However, this means that v = v1 = yb = 0,
which contradicts with the fourth relation v ̸= 0. ⊓⊔

Now, suppose there exists a generic group adversary A against the immutability
of k-SAN. We construct a generic group adversary B which solves the prob-
lem defined in Lemma 1. B receives as challenge (G1, G

a
1 , G

b
1, G2, G

c
2) from its

challenger. It then simulates the ExpImmut,k
k-SAN,A experiment by setting the public

parameters and the signer keys honestly.

Without loss of generality, assume that A makes Q1 = poly(λ) signing oracle
queries and Q2 = poly(λ) random oracle queries for H(). B additionally samples
i†, j† ← JQ1K as a guess of which Sign oracle query A will attack against, k† ←
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JnK as the index of the inadmissible block that will be modified in the forgery
message, l† ← JQ2K as a guess of which H() oracle query A will include as the
inadmissible modification in the forgery message.

Answering Random Oracle Queries Upon receiving (kl,ml) as the l-th distinct
query to the H() oracle, if l ̸= l†, B answers the query by picking tl ← Z∗q and
return hl := Gtl

2 ∈ G2 to A. If l = l†, then B sets hl = Gc
2 where Gc

2 was received
as a challenge as described above. If (kl,ml) was a message that was queried
previously, then reply with the same response as before.

Answering Sign Oracle Queries Upon receiving (PKZi,mi,Ai) as the i-th query
to the OSign oracle, if i ̸= i† and i ̸= j†, B answers the query honestly by running
the procedures as defined in the OSign oracle.

In the case i = i† or i = j†, B generates the signature honestly except for the
following changes:

1. If i = i†, then B picks the elements Xi†,1, . . . , Xi†,n as follows. B picks
Xi†,k† = Ga

1 which it had received from its challenger in the beginning. For
all other k ∈ JnK \ {k†}, B generates the Xk honestly by picking xi†,k ← Z∗q
and setting Xi†,k = G

x
i†,k

1 (as done in the OSign oracle). The rest of the
signature is generated as in the OSign oracle.

2. Suppose i = j†. If k† is admissible according to Aj† for any sanitizer outside
PKZ† i.e., to which the adversary has access, or (k†,mj†,k†) = (kl† ,ml†),
then abort. Otherwise, let t† be such that H(k†∥mj†,k†) = Gt†

2 . B first gen-
erates Xi†,1, . . . , Xi†,n by picking xj†,k ← Z∗q and setting Xj†,k := G

x
j†,k

1 for
all k ∈ JnK. Then B picks the elements Yi†,1, . . . , Yi†,n as follows. B picks
Yj†,k† = Gb

1 which it had received from its challenger in the beginning. It

then generates σj†,k† as (Gb
2)

t†
x
j†,k† . For all other k ̸= k†, B generates the

Yj†,k and the rest of the signature honestly as done in the OSign oracle. Note
that as we assume k† is not admissible for PKZ∗ \ PKZ† in this case, the
value yj†,k† is not needed to generate the signature. Therefore, the signature
can be simulated faithfully.

Clearly, assuming that B did not abort, B simulates the ExpImmut,k
k-SAN,A faithfully.

Eventually, A outputs (PKZ∗,m∗, σ∗) as a forgery such that Verify(pkS
†,PKZ∗,

m∗, σ∗) = 1, and m∗k ̸= mi,k for some i, k such that k is not admissible for
PKZ∗ \ PKZ†. Since Q1, n ∈ poly(λ), with non-negligible probability it holds
that m∗k† ̸= mj†,k† and k† is not admissible for PKZ∗ \PKZ†. Moreover, since
Q2 ∈ poly(λ), with non-negligible probability it holds that (k†,m∗k†) = (kl† ,ml†).
If that is the case, then the abort conditions in the above procedures of answering
sign oracle queries are never triggered.

Parse σ∗ as (µ∗, η∗, {σ∗j , X∗j , Y ∗j }nj=1,SKZ∗). By the EUF-CMA-security of EQS,
with overwhelming probability we have that [X∗1 , . . . , X∗n]R = [Xi∗,1, . . . , Xi∗,n]R
for some i∗, and [Y ∗1 , . . . , Y

∗
n ]R = [Yj∗,1, . . . , Y

∗
j∗,n]R for some j∗ (otherwise we
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can construct an adversary against the EUF-CMA-security of EQS by simply
outputting µ or η). Therefore, there exists r, s ∈ Zq such that (Xi∗,1, . . . , Xi∗,n)

r

= (X∗1 , . . . , X
∗
n) and (Yj∗,1, . . . , Y

∗
j∗,n)

r·s = (Y ∗1 , . . . , Y
∗
n ).

Since Q1 ∈ poly(λ), it happens with non-negligible probability that (i†, j†) =
(i∗, j∗). Suppose this is the case. Let k′ be arbitrary with k′ ̸= k†. B extracts Gr

1

and Grs
1 by computing

(X∗k′)
1

x
i∗,k′ = G

r·(xi∗,k′)· 1
x
i∗,k′

1 = Gr
1

(Y ∗k′)

1

(xj∗,k′)·(yj∗,k′) = (Gr·s
1 )

(xj∗,k′)·(yj∗,k′)
(xj∗,k′)·(yj∗,k′) = Gr·s

1 .

Since Verify(pkS,PKZ∗,m∗, σ∗) = 1, this implies that Y ∗k† = Gr·s·b
1 ̸= G1. This

means that r · s ̸= 0. Furthermore, we have

e(X∗k† , σ
∗
k†) = e(Y ∗k† ,H(k†∥m∗k†))

e(Xr
i†,k† , σ

∗
k†) = e(Y r·s

j†,k† , G
c
2)

e(Gr·a
1 , σ∗k†) = e(Gr·s·b

1 , Gc
2)

σ∗k† = G
s·b·c

a
2

Now, set B outputs (Gu
1 , G

v
1, G

x
1 , G

y
1, G

z
2) := (Gr

1, G
r·s
1 , Gr·a

1 , Gr·s·b
1 , G

s·b·c
a

2 ). By a
routine calculation, one can verify that au − x = 0, bv − y = 0, cy − xz = 0
and v ̸= 0. Since A only performs generic group operations, so does B, which
contradicts with Lemma 1.

The encryption is not part of Bultel et al.’s [11] immutability proof as the adver-
sary is meant to have access to the signing keys of admissible blocks as he has
full access to the sanitizer. Our case is different, the adversary can have access
only to a subset of the admissible blocks’ signing keys, i.e., the message blocks
that are admissible to at least one sanitizer not in PKZ†. This means that we
have another axe of attack which is breaking the encryption for a sanitizer in
PKZ†. Thus, we need to prove that PKE is IND-CPA using hybrid argument
as the following. We create a hybrid called Hyb which is the same as ExpImmut,k

k-SAN,A,
but we replace all the signing keys encrypted in SKZ as EncryptPKE(pkiZE, yj) by
EncryptPKE(pk

i
ZE, 0) for all sanitizers to which the adversary does not have access.

We create the hybrids Hyb0,n,Hyb1,1, . . .Hyb1,n, . . .Hybk,n where each Hybi,j dif-
fers from the previous hybrid (i.e., Hybi,j−1 | j > 1 or Hybi−1,n otherwise) by
that the ciphertext SKZi,j is an encryption of 0 instead of yj if the adversary
does not have access to the sanitizer i, i.e., (pkiZE, pk

i
ZP) ∈ PKZ†. Note that

Hyb0,n is identical to ExpImmut,k
k-SAN,A and Hybk,n is identical to Hyb. Assuming that

there exists an adversary A that can distinguish between Hybi,j and the previous
hybrid Hybi′,j′ , we can construct an algorithm B that can break the IND-CPA of
PKE as the following. B receives pkc from the IND-CPA challenger, it will use it
as the public key for the sanitizer i. The sign oracle is simulated honestly except
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for the ciphertexts for the sanitizer i. For SKZi, j, B defines two messages τ0
and τ1 as

τ0 =

yj , ai,j = 1

0, otherwise
τ1 =

yj , ai,j = 1 ∧ (pkiZE, pk
i
ZP) /∈ PKZ†

0, otherwise
.

Then, B sends (τ0, τ1) to the IND-CPA challenger and gets the ciphertext c which
it will use for SKZi,j . For the other values in SKZi, B will use the encryption
oracle.

This means that the advantage of A to distinguish Hybi,j from Hybi′,j′ is equal to
his advantage against the IND-CPA of PKE. Thus, the advantage of A to distin-
guish ExpImmut,k

k-SAN,A from Hyb is equal to n ·k ·AdvIND−CPAPKE,A (λ). As IND-CPA implies
one-wayness, then we know that the adversary cannot break the encryption for
sanitizers to which he does not have access.

In summary, we have shown that the adversary cannot modify inadmissible
blocks as the BLS-like signatures are unforgeable (by Lemma 1), modify the
public BLS-like public keys (by the EUF-CMA security of EQS), or break the
encryption for sanitizers to which he does not have access (by the IND-CPA
security of PKE). This gives us the following advantage

AdvImmut,k
k-SAN,A(λ) = AdvLemma 1

k-SAN,A(λ) + AdvEUF−CMA
EQS,A (λ) + n · k · AdvIND−CPAPKE,A (λ)

which is negligible as the parameters n and k are small in real applications, and
assuming the underlying schemes are secure. ⊓⊔

Proof (Signer accountability). We can reuse the proof of Bultel et al. [11]. We
only modify the notation to fit our model.

Assume that there exists a polynomial time adversary A that breaks the signer
accountability of k-SAN. We show how to build an algorithm B that breaks the
accountability of VRS for n = k where k is the number of sanitizers. The algo-
rithm B receives (ppVRS, {pk†,iZP}i∈JkK) as input from the VRS challenger which
it will use instead of the keys and public parameters generated for VRS in the
k-SAN algorithms. Then, B runs (pk∗S,m

∗, σ∗, pi∗)← A(pp,PKZ†). While A is
running, B runs the oracle OSanit as follows.

Answering Sanitize Oracle Queries. B simulates the oracle honestly except when
generating the VRS signature and proof. It will send ({pkSP} ∪ {pk†,iZP}i∈JkK, i+

1, pkS∥m′∥PKZ†∥σ′SS) to the sign oracle of VRS and receives σ′VRS. i here is the
index of the chosen sanitizer by the adversary.

B parses σ∗ as (σ∗SS, σ
∗
VRS) and pk∗S as (pk∗SP, pk

∗
EQS). It sets L∗∗ := {pk∗SP} ∪

{pk†,iZP}i∈JkK, m∗∗ := pk∗S∥m∗∥PKZ†∥σ∗SS, σ∗∗ := σ∗VRS, pk
∗∗ := pk∗SP and π∗∗ :=

π∗. Finally, B returns (L∗∗,m∗∗, σ∗∗, pk∗∗, π∗∗).
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Clearly, the experiment is perfectly simulated for A. Assume that A wins its
experiment, the following holds:

– ((pk∗S,m
∗, σ∗) /∈ {(pkiS,mi, σi)}|Σ|i=1). Parse σ∗ as (σ∗SS, σ

∗
VRS). By rearrang-

ing terms we have, ((pk∗S,PKZ†,m∗, σ∗SS), σ
∗
VRS) ̸= ((pkiS,PKZ†,mi, σSS,i),

σVRS,i) for each i.

– Verify(pk∗S,PKZ†,m∗, σ∗) = 1 which implies that VerifyVRS(L∗∗, σ∗∗,m∗∗) =
1.

– Judge(pk∗S,PKZ†,m∗, σ∗, π∗,⊥) ̸= S which implies that JudgeVRS(L
∗∗,m∗∗,

σ∗∗, pk∗∗, π∗∗) = 0.

Finally, note that L∗∗ ⊆ ({pk†,iZP}i∈JkK ∪ {pk∗∗}). Therefore, ExpAcc,kVRS,B(λ) returns
1 with at least the probability that ExpSigAcc,kk-SAN,A(λ) returns 1, which is a contradic-
tion. This concludes the proof giving the following advantage which is negligible
assuming that VRS is secure.

AdvSigAcc,kk-SAN,A(λ) = AdvAcc,kVRS,A(λ)

⊓⊔

Proof (Sanitizer accountability). We can reuse the proof of Bultel et al. [11]. We
only modify the notation to fit our model.

Assume that there exists a polynomial time adversaryA that breaks the sanitizer
accountability of k-SAN. We show how to build an algorithm B that breaks the
non-seizability of VRS. The algorithm B receives (ppVRS, pk

†
SP) as input from the

VRS challenger which it will use instead of the signer key and public parameters
generated for VRS in the k-SAN algorithms. Then, B runs (PKZ∗,m∗, σ∗) ←
A(pp, pk†S). While A is running, B runs the signing oracle OSign as follows.

Answering Sign Oracle Queries. B simulates the oracle honestly except when
generating the VRS signature. It will send ({pk†SP} ∪ {pkiZP}i∈JkK, 1, pk

†
S∥m∥

PKZ∥σSS) to the sign oracle of VRS and receive σVRS.

Answering Prove Oracle Queries. B will send ({pk†SP}∪{pkiZP}i∈JkK, pk
†
S∥m∥PKZ

∥σSS, 1, σVRS) to the prove oracle of VRS and get the π′ from it.

B parses σ∗ as (σ∗SS, σ
∗
VRS) and PKZ∗ as {(pk∗,iZE, pk

∗,i
ZP)}i∈JkK. It sets L∗∗ := {pk†SP}

∪ {pk∗,iZP}i∈JkK, m∗∗ := pk†S∥m∗∥PKZ∗∥σ∗SS, and σ∗∗ := σ∗VRS. Finally, B returns
(L∗∗,m∗∗, σ∗∗).

Clearly, the experiment is perfectly simulated for A. Assume that A wins its
experiment, the following holds:

– ((PKZ∗,m∗, σ∗) /∈ {((PKZi,mi, σi))}|Σ|i=1). Parse σ∗ as (σ∗SS, σ
∗
VRS). By re-

arranging terms we have, ((pk†S,PKZ∗,m∗, σ∗SS), σ
∗
VRS) ̸= ((pk†S,PKZi,mi,

σSS,i), σVRS,i) for each i.
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– Verify(pk†S,PKZ∗,m∗, σ∗) = 1 which implies that VerifyVRS(L∗∗, σ∗∗,m∗∗) =
1.

– Judge(pk†S,PKZ∗,m∗, σ∗, π∗,⊥) ̸= Z which implies that JudgeVRS(L∗∗,m∗∗,
σ∗∗, pk∗∗, π) ̸= 0 for any π∗ ← Prove(sk†S,PKZ∗,m∗, σ∗, π∗,⊥).

Therefore, ExpNon−SeizVRS,B (λ) returns 1 with at least the probability that ExpSanAcck-SAN,A
(λ) returns 1, which is a contradiction. This concludes the proof giving the
following advantage which is negligible assuming that VRS is secure.

AdvSanAcck-SAN,A(λ) = AdvNon−SeizVRS,A (λ)

⊓⊔

Proof (Proof-Restricted Transparency). We use the same proof as Bultel et al.
[11], but we adapt the notation to our model and add two new distributions D′′′
and D′′′′ for the ciphertexts and the VRS signature.

We show that the construction is perfectly strongly transparent through hybrid
argument.

First, let Q = poly(λ) be the number of queries that the adversary A made
to the Ob

Sign/Sanit oracle. We define the hybrids Hyb0, . . . ,Hybq as follows. The
hybrid Hyb0 is identical to ExpTrans,k,0k-SAN,A(λ). For l ∈ [Q], Hybl is almost identi-
cal to Hybl−1, except that the l-th query to the Ob

Sign/Sanit is answered as in
ExpTrans,k,1k-SAN,A(λ). That is, the first l signatures returned by Ob

Sign/Sanit are freshly
signed, while the last Q− l signatures are sanitized. Note that HybQ is identical
to ExpTrans,k,1k-SAN,A(λ). Obviously, if Pr

[
Hyblj−1 = 1

]
= Pr [Hybl = 1] for all l ∈ [Q],

then Pr
[
ExpTrans,k,0k-SAN,A(λ) = 1

]
= Pr

[
ExpTrans,k,1k-SAN,A(λ) = 1

]
.

Fix l ∈ [Q]. In the following, we show that Pr
[
Hybl−1 = 1

]
= Pr [Hybl = 1]. Let

(pk†,iZ ,m,MOD,A) be the l-th query of A to the Ob
Sign/Sanit oracle. The oracle

returns ⊥ in both experiments if ¬ADMA
SAN(m,MOD(m), i), and thus the equal-

ity holds trivially. Otherwise, let m′ := MOD(m), and let σ′ be the response. In
Hybl−1, the signature σ′ is drawn from a distribution D where

D :=



σ :

xj , yj ← Z∗q , Xj := G
xj

1 , Yj := X
yj

j , ∀j ∈ JnK
µ← SignEQS(sk

†
EQS, (X1, . . . , Xn))

η ← SignEQS(sk
†
EQS, (Y1, . . . , Yn))

σj ← H(j∥m′j)yj , ∀j ∈ JnK
SKZi,j ← EncryptPKE(pk

i
ZE, yj · ai,j),∀i ∈ JkK, j ∈ JnK

σSS := (µ, η, {σj , Xj , Yj}nj ,SKZ)

t := pk†S∥m∥PKZ†∥σSS, L := {pk†SP} ∪ {pk
†,i
ZP}i∈JkK

σVRS ← SignVRS(skSP, L, t)

σ := (σSS, σVRS)



.
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Replacing xi and yi with r · xi and s · yi respectively for some r, s ← Z∗q , we
obtain a distribution D′ = D where

D′ :=



σ :

r, s← Z∗q
xj , yj ← Z∗q , Xj := G

xj

1 , Yj := X
yj

j , ∀j ∈ JnK
µ← SignEQS(sk

†
EQS, (X1, . . . , Xn)

r)

η ← SignEQS(sk
†
EQS, (Y1, . . . , Yn)

r·s)

σj ← H(j∥m′j)s·yj , ∀j ∈ JnK
SKZi,j ← EncryptPKE(pk

i
ZE, s · yj · ai,j),∀i ∈ JkK, j ∈ JnK

σSS := (µ, η, {σj , X
r
j , Y

r·s
j }nj ,SKZ)

t := pk†S∥m∥PKZ†∥σSS, L := {pk†SP} ∪ {pk
†,i
ZP}i∈JkK

σVRS ← SignVRS(skSP, L, t)

σ := (σSS, σVRS)



.

By the perfect adaption of EQS, the distribution of SignEQS(sk
†
EQS, (X1, . . . , Xn)

r)

and SignEQS(sk
†
EQS, (Y1, . . . , Yn)

r·s) is identical to that of ChgRepEQS(pk
†
EQS, (X1,

. . . , Xn), µ
′, r) and ChgRepEQS(pk

†
EQS, (Y1, . . . , Yn), η

′, r · s), where µ′ ← SignEQS(

sk†EQS, (X1, . . . , Xn)) and η′ ← SignEQS(sk
†
EQS, (Y1, . . . , Yn)). Therefore, we obtain

a distribution D′′ = D′ with

D′′ :=



σ :

r, s← Z∗q
xj , yj ← Z∗q , Xj := G

xj

1 , Yj := X
yj

j , ∀j ∈ JnK
µ′ ← SignEQS(sk

†
EQS, (X1, . . . , Xn))

η′ ← SignEQS(sk
†
EQS, (Y1, . . . , Yn))

µ← ChgRepEQS(pk
†
EQS, (X1, . . . , Xn), µ

′, r)

η ← ChgRepEQS(pk
†
EQS, (Y1, . . . , Yn), η

′, r · s)
σj ← H(j∥m′j)s·yj , ∀j ∈ JnK
SKZi,j ← EncryptPKE(pk

i
ZE, s · yj · ai,j),∀i ∈ JkK, j ∈ JnK

σSS := (µ, η, {σj , X
r
j , Y

r·s
j }nj ,SKZ)

t := pk†S∥m∥PKZ†∥σSS, L := {pk†SP} ∪ {pk
†,i
ZP}i∈JkK

σVRS ← SignVRS(skSP, L, t)

σ := (σSS, σVRS)



.

As PKE is unlinkable, the distribution of EncryptPKE(pkiZE, s ·yj ·ai,j) is identical
to that of MultiplyPKE(pk

i
ZE,SKZ′i,j , s) where SKZ′i,j ← EncryptPKE(pk

i
ZE, yj ·
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ai,j). Thus, we obtain a distribution D′′′ = D′′.

D′′′ :=



σ :

r, s← Z∗q
xj , yj ← Z∗q , Xj := G

xj

1 , Yj := X
yj

j , ∀j ∈ JnK
µ′ ← SignEQS(sk

†
EQS, (X1, . . . , Xn))

η′ ← SignEQS(sk
†
EQS, (Y1, . . . , Yn))

µ← ChgRepEQS(pk
†
EQS, (X1, . . . , Xn), µ

′, r)

η ← ChgRepEQS(pk
†
EQS, (Y1, . . . , Yn), η

′, r · s)
σj ← H(j∥m′j)s·yj , ∀j ∈ JnK
SKZ′i,j ← EncryptPKE(pk

i
ZE, yj · ai,j),∀i ∈ JkK, j ∈ JnK

SKZi,j ← MultiplyPKE(pk
i
ZE,SKZ′i,j , s),∀i ∈ JkK, j ∈ JnK

σSS := (µ, η, {σj , X
r
j , Y

r·s
j }nj ,SKZ)

t := pk†S∥m∥PKZ†∥σSS, L := {pk†SP} ∪ {pk
†,i
ZP}i∈JkK

σVRS ← SignVRS(skSP, L, t)

σ := (σSS, σVRS)



.

As VRS is anonymous, the distribution of SignVRS(skZP, L, t) is identical to that
of SignVRS(skSP, L, t). Thus, we obtain a distribution D′′′′ = D′′′.

D′′′′ :=



σ :

r, s← Z∗q
xj , yj ← Z∗q , Xj := G

xj

1 , Yj := X
yj

j , ∀j ∈ JnK
µ′ ← SignEQS(sk

†
EQS, (X1, . . . , Xn))

η′ ← SignEQS(sk
†
EQS, (Y1, . . . , Yn))

µ← ChgRepEQS(pk
†
EQS, (X1, . . . , Xn), µ

′, r)

η ← ChgRepEQS(pk
†
EQS, (Y1, . . . , Yn), η

′, r · s)
σj ← H(j∥m′j)s·yj , ∀j ∈ JnK
SKZ′i,j ← EncryptPKE(pk

i
ZE, yj · ai,j),∀i ∈ JkK, j ∈ JnK

SKZi,j ← MultiplyPKE(pk
i
ZE,SKZ′i,j , s),∀i ∈ JkK, j ∈ JnK

σSS := (µ, η, {σj , X
r
j , Y

r·s
j }nj ,SKZ)

t := pk†S∥m∥PKZ†∥σSS, L := {pk†SP} ∪ {pk
†,i
ZP}i∈JkK

σVRS ← SignVRS(skZP, L, t)

σ := (σSS, σVRS)



.

Note that in Hybj , the signature σ′ is drawn exactly from D′′′′. Therefore, we
can conclude that Hybj−1 and Hybj are functionally equivalent. This yields the
following advantage against proof-restricted transparency

AdvTrans,k,bk-SAN,A(λ) = AdvPer−AdaptEQS,A (λ) + n · k · AdvUnlinkPKE,A(λ) + AdvAnon,k+1,b
VRS,A (λ)

which is negligible because n and k are small in real applications, and assuming
the underlying schemes are secure. ⊓⊔
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Proof (Invisibility). We use the same proof idea as Bultel et al. [11], but we
adapt the notation and modify their proof to fit the structure of our ciphertexts.

We prove invisibility by hybrid argument. We define an intermediate experiment
Hybb which is identical to ExpInv,k,bk-SAN,A(λ) for both b ∈ {0, 1}, except for the fol-
lowing changes: When answering Ob

LoRADM oracle queries, the challenger signs
with respect to the policy A0 ∧A1 instead of Ab. We argue that, in the view of
the adversary, the experiments Hybb and ExpInv,k,bk-SAN,A(λ) are computationally in-
distinguishable for b ∈ {0, 1}. Suppose that this is the case, since obviously Hyb0

is functionally equivalent to Hyb1, it holds that ExpInv,k,0k-SAN,A(λ) is computationally
indistinguishable to ExpInv,k,1k-SAN,A(λ).

Before proving the claim above, we state two key observations. First, note that
the signatures returned by the Ob

LoRADM oracle in the all experiments are identi-
cally distributed if PKZ ̸= PKZ† (since now it must hold that A0 = A1 for the
oracle to not abort). In the case PKZ = PKZ†, the signatures returned by the
oracle are almost identically distributed, except for the ciphertexts matrix SKZ.
In particular, in the experiment ExpInv,k,bk-SAN,A(λ), each ciphertext SKZb,i,j is an en-
cryption of the message ζb,i,j , where ζb,i,j = yj for all i ∈ JkK, j ∈ JnK | ab,i,j , and
is 0 otherwise. On the other hand, in Hybb, each ciphertext SKZb,i,j is an encryp-
tion of the message ζb,i,j , where ζb,i,j = yj for all i ∈ JkK, j ∈ JnK | a0,i,j ∧ a1,i,j ,
and is 0 otherwise.

The second observation is that, due to the restriction imposed on the OSanit′

oracle, the values yj for all j ∈ JnK | ab,i,j ∧ ¬(a0,i,j ∧ a1,i,j) are never used in
any experiments.

With the above observations, we build additional intermediate hybrids, Hybb0,n,
Hybb1,1, . . . ,Hyb

b
1,n, . . . ,Hyb

b
k,n where each Hybbi,j differs from the previous hybrid

(i.e., Hybbi,j−1 | j > 1 or Hybbi−1,n otherwise) by that the ciphertext SKZi,j is
an encryption of the message ζb,i,j , where ζb,i,j = yj if a0,i,j ∧ a1,i,j , and is 0

otherwise, instead of, ζb,i,j = yj if ab,i,j , and is 0 otherwise. Note that Hybb0,n is
identical to ExpInv,k,bk-SAN,A(λ) and Hybbk,n is identical to Hybb.

Assuming that there exists an adversary A that can distinguish between Hybbi,j
and the previous hybrid Hybbi′,j′ , we can construct an algorithm B that can
break the IND-CPA of PKE as the following. B receives pkc from the IND-CPA
challenger, it will use it as the public key for the sanitizer i.

Answering Ob
LoRADM Queries. The oracle is simulated honestly except for the

ciphertexts for the sanitizer i. For SKZi, j, B defines two messages τ0 and τ1 as

τ0 =

yi,j , ab,i,j

0, otherwise
τ1 =

yi,j , a0,i,j ∧ a1,i,j

0, otherwise
.

Then, B sends (τ0, τ1) to the IND-CPA challenger and gets the ciphertext c which
it will use for SKZi,j . For the other values in SKZi, B will use the encryption



Multi-Sanitizer Sanitizable Signatures 43

oracle. B will also maintain history of the values of yi,j where a0,i,j ∧ a1,i,j in
order to answer calls to the OSanit′ .

Answering OSanit′ Queries. Instead of decrypting the values of SKZ, B will use
its history that it maintained in the Ob

LoRADM queries to do the sanitization. It
should also maintain history of the modified values of yi,j in order to be able to
do multiple consecutive sanitizations on the same signature.

Answering OProve Queries. The oracle is answered honestly.

This means that the advantage of A to distinguish Hybbi,j from Hybbi′,j′ is equal to
his advantage against the IND-CPA of PKE. This yields the following advantage

AdvInv,k,bk-SAN,A(λ) = n · k · AdvIND−CPAPKE,A (λ)

which is negligible because n and k are small in real applications and assuming
that PKE is secure. ⊓⊔

Proof (Unlinkability). We use the same proof as Bultel et al. [11], but we adapt
the notation to our model and reorder the proof as the following. Bultel et al.
[11] defined a relaxed notion of unlinkability called weak unlinkability where the
adversary is only allowed to query the Ob

LoRSanit oracle on honestly generated
signatures. They proved that Π1 is weakly unlinkable and then proved that Π2

is unlinkable because of VRS’s unforgeability and Π1’s weak unlinkability. In
our construction’s proof, we will first start by proving the unforgeability of VRS
then the unlinkability of k-SAN.

We define the following sequence of hybrid experiments:

Hybb0: is identical to ExpUnlink,k,bk-SAN,A (λ).

Hybb1: is identical to Hybb0 except for the following change. Let (pk†,i0Z ,m0,MOD0,

σ0, pk
†,i1
Z ,m1,MOD1, σ1) be a query fromA to Ob

LoRSanit. Suppose that Verify(pk†S,
PKZ†,mβ , σβ) = 1 for all β ∈ {0, 1}. Then if for some β ∈ {0, 1}, there is no
Aβ which satisfies (pk†S,PKZ†,mβ ,Aβ , σSS,β) ∈ Σ, the challenger aborts.

Lemma 3. If VRS is unforgeable, then the probability of the challenger aborting
is negligible, which implies∣∣∣Pr [Hybb0 = 1

]
− Pr

[
Hybb1 = 1

]∣∣∣ ≤ negl(λ).

Proof. Suppose that there exists a polynomial time adversary A that forces the
challenger to abort in Hybb1 with non-negligible probability, we show how to
build a polynomial time adversary B that breaks the unforgeability of the VRS
scheme with non-negligible probability. B receives the set of public keys {pkSP}∪
{pkiZP}i∈JkK and the public parameter ppVRS which it will use instead of the VRS
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public keys generated by the k-SAN algorithms. It then runs A(pp, pk†S,PKZ†).
While A is running, B simulates the oracles OSign,OSanit,OProve and Ob

LoRSanit as
follows:

Answering OSign Queries. B simulates this oracle honestly except that it gener-
ates σVRS using the sign oracle of VRS on the input ({pkSP}∪{pkiZP}i∈JkK, 1, pkS∥
m∥PKZ∥σSS).

Answering OSanit Queries. B simulates this oracle honestly except that it gener-
ates σVRS by the sign oracle of VRS on ({pkSP}∪{pkiZP}i∈JkK, i+1, pkS∥MOD(m)∥
PKZ∥σSS

′) where i is the index of the sanitizer that did the modification.

Answering OProve Queries. B simulates this oracle honestly except that it gener-
ates the proof π by calling the prove oracle of VRS on ({pkSP}∪{pkiZP}i∈JkK, 1, pkS
∥m∥PKZ∥σSS, σVRS).

Answering Ob
LoRSanit Queries. Let (pk†,i0Z ,m0,MOD0, σ0, pk

†,i1
Z ,m1,MOD1, σ1) be

a query from A. Suppose that Verify(pk†S,PKZ†,mβ , σβ) = 1 for all β ∈ {0, 1}
(otherwise the oracle outputs ⊥). This implies that

VerifyVRS({pkSP} ∪ {pkiZP}, pk
†
S∥mβ∥PKZ†∥σSS,β , σVRS,β) = 1.

Suppose further that for some β ∈ {0, 1}, there is no Aβ which satisfies (pk†S,
PKZ†,mβ ,Aβ , σβ) ∈ Σ. Then B aborts the simulation and outputs ({pkSP}
∪{pkiZP}i∈JkK, pk

†
S∥mβ∥PKZ†∥σSS,β , σVRS,β) as a forgery. Otherwise, B simulates

this oracle honestly except that it generates σVRS by calling the sign oracle of
VRS on ({pkSP}∪{pkiZP}, i+1, pk†S∥MODb(mb)∥PKZ†∥σSS,b), where σb = (σSS,b,
σVRS,b) and i is the index of the sanitizer used based on the value of b.

Clearly, if B aborts and returns a forgery, then it breaks the unforgeability of
VRS. We can therefore assume that B does not abort with overwhelming prob-
ability. ⊓⊔

As we have proven that the adversary cannot forge signatures, the following
proof, proves the unlinkability rather than the weak unlinkability of k-SAN.

To show that the experiments ExpUnlink,k,bk-SAN,A (λ), where b ∈ {0, 1}, are computa-
tionally indistinguishable in the view of the adversary, we define the following
sequence of hybrids.

Hybb0 : Defined as ExpUnlink,k,bk-SAN,A (λ).

Hybb1 : Defined as Hybb0, except that a history is kept of all ciphertexts in SKZ
and their corresponding plaintexts generated using PKE. This is done as the
following. An additional list L̃ is initialized empty at the beginning of the
experiment. Then, when a ciphertext c ← EncryptPKE(pkZE, τ) is generated
in the subroutine Sign of the oracle OSign, a new entry (c, τ, {Xj , Yj}j∈JnK)
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is added to L̃. The Ob
LoRSanit oracle runs the following modified version of

the subroutine ˜Sanitize: On input a certain c̃, it first checks whether there
is an entry (c̃, τ̃ , {X̃j , Ỹj}j∈JnK) in L̃ and, if so, proceeds by setting τ = τ̃ .
Otherwise the algorithm aborts. In addition, when a ciphertext is generated
as c′ ← MultiplyPKE(pkZE, c, s), it does the same search for the plaintext as
before to get τ̃ and adds a new entry (c′, τ̃ · s, {X ′j , Y ′j }j∈JnK) to L̃.

Hybb2 : Defined as Hybb1, except that the subroutine ˜Sanitize is modified to replace
the calling of MultiplyPKE(pk

i
ZE,SKZi,j , s) by searching for τ̃ in L̃ which is

the decryption of SKZi,j and then using EncryptPKE(pk
i
ZE, s · τ̃) to generate

the modified ciphertext SKZ′i,j .

Hybb3 : Defined as Hybb2, except that the subroutine ˜Sanitize is modified to com-
pute the signatures µ′ and η′ as µ′ ← SignEQS(sk

†
EQS, (X

′
1, . . . , X

′
n)) and

η′ ← SignEQS(sk
†
EQS, (Y

′
1 , . . . , Y

′
n)), respectively.

Hybb4 : Defined as Hybb3, except that the subroutine ˜Sanitize samples a fresh tuple
(Z1, . . . , Zn) ← Gn

1 and sets (X ′1, . . . , X
′
n) := (Z1, . . . , Zn) and (Y ′1 , . . . , Y

′
n)

:= (Z ỹ1

1 , . . . , Z ỹn
n )s.

Hybb5 : Defined as Hybb4, except that the subroutine ˜Sanitize samples a tuple
(w1, . . . , wn) ← Zn

q and computes σ′j as H(j∥m′j)wj and (Y ′1 , . . . , Y
′
n) as

(Zw1
1 , . . . , Zwn

n ).

Observe that in the experiment Hybb5, the output of the Ob
LoRSanit oracle in Hybb5

is completely decorrelated from the random coin b. It follows that for all PPT
adversaries we have that∣∣Pr [Hyb05 = 1

]
− Pr

[
Hyb15 = 1

]∣∣ ≤ negl(λ).

We now proceed by showing the indistinguishability of each pair of hybrids.

Lemma 4. Suppose PKE is correct. Then for all PPT A and b ∈ {0, 1} it holds
that ∣∣∣Pr [Hybb0 = 1

]
− Pr

[
Hybb1 = 1

]∣∣∣ ≤ negl(λ).

Proof (of Lemma 4). The experiments differ in the fact that in Hybb1 the LoRSanit
oracle aborts when queried on some c̃ such that no entry (c̃, ·) is present in L̃. This
implies that c̃ was not produced by the signing oracle OSign, therefore also Hybb0
aborts on the same input. The indistinguishability follows by the correctness of
the encryption scheme. ⊓⊔

Lemma 5. Suppose PKE is unlinkable. Then for all PPT A and b ∈ {0, 1},∣∣∣Pr [Hybb1 = 1
]
− Pr

[
Hybb2 = 1

]∣∣∣ ≤ negl(λ).
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Proof (of Lemma 5). We create the intermediate hybrids Hybb0,n,Hyb
b
1,1, . . . ,

Hybb1,n, . . . ,Hyb
b
k,n where each Hybbi,j differs from the previous hybrid (i.e.,

Hybbi,j−1 | j > 1 or Hybbi−1,n otherwise) by that the ciphertext SKZ′i,j in
the Sanitize algorithm is generated by EncryptPKE(pk

i
ZE, s · τ̃) instead of using

MultiplyPKE(pk
i
ZE,SKZi,j , s). Note that Hybb0,n is identical to Hybb1 and Hybbk,n

is identical to Hybb2. Assuming that there exists an adversary A that can dis-
tinguish between Hybbi,j and the previous hybrid Hybbi′,j′ , we can construct an
algorithm B that can break the unlinkability of PKE as the following. B receives
pkc from the unlinkability challenger, it will use it as the public key for the san-
itizer i. The sign and prove oracles are simulated honestly. The LoRSanit and
sanitize oracles are simulated honestly except that when generating SKZ′i,j , B
sends (SKZi,j , s) to the PKE challenger and gets c′ which it will use for SKZ′i,j .

This means that the advantage of A to distinguish Hybbi,j from Hybbi′,j′ is equal
to his advantage against the unlinkability of PKE. Thus, the advantage of A to
distinguish Hybb1 from Hybb2 is equal to n ·k ·AdvUnlinkPKE,A(λ) which is negligible. ⊓⊔

Lemma 6. If EQS perfectly adapts signatures, then for all PPT A and b ∈
{0, 1}, ∣∣∣Pr [Hybb2 = 1

]
− Pr

[
Hybb3 = 1

]∣∣∣ = 0.

Proof (of Lemma 6). Trivial. ⊓⊔

Lemma 7. Let q > 2λ. For all generic group adversary A and b ∈ {0, 1} it
holds that ∣∣∣Pr [Hybb3 = 1

]
− Pr

[
Hybb4 = 1

]∣∣∣ ≤ negl(λ).

Proof (of Lemma 7). First observe that in Hybb4 (with a slight notation abuse)

(Y ′1 , . . . , Y
′
n) = (Z ỹ1

1 , . . . , Z ỹn
n )s = (X ′1, . . . , X

′
n)

s(ỹ1,...,ỹn)

whereas in Hybb3

(Y ′1 , . . . , Y
′
n) = (Y1, . . . , Yn)

r·s = (X ỹ1

1 , . . . , X ỹn
n )r·s = (X ′1, . . . , X

′
n)

s(ỹ1,...,ỹn).

Therefore, if the tuple (X ′1, . . . , X
′
n) has the same distribution in both experi-

ments the indistinguishability follows. It remains to show that(
G1,

X1, . . . , Xn

Z1, . . . , Zn

)
≈

(
G1,

X1, . . . , Xn

Xr
1 , . . . , X

r
n

)

over the random choice of (Z1, . . . , Zn, r). It is easy to show that the two dis-
tributions are indistinguishable by the hardness of the decisional Diffie-Hellman
problem [19]. For completeness, and as a warm-up for the proof of the next
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lemma, we show that this holds in the generic group model. For ease of expo-
sition, we denote symbolically Xk := Gxk

1 and Zk := Gzk
1 for all k ∈ JnK. For

the left distribution we can rewrite all equations that the adversary learns as
symbolic degree 1 polynomials

x1x1 + . . .+ xnxn + z1z1 + . . .+ znzn + c = 0

for some coefficients (x1, . . . , xn, z1, . . . , zn, c). For the right distributions we have

x1x1 + . . .+ xnxn + z1x1r + . . .+ znxnr + c = 0.

Since (x1, . . . , xn) and (z1, . . . , zn) are uniformly chosen, by Lemma 2 all coeffi-
cients in the left distribution must be 0 with all but negligible probability. The
same holds for the right distribution, since r is uniformly sampled. It follows that
a generic adversary cannot learn any non-trivial relation when it is given either
the left or right distribution. Therefore, both distributions look identical. ⊓⊔

Lemma 8. Let q > 2λ. For all generic group adversary A and b ∈ {0, 1} it
holds that ∣∣∣Pr [Hybb4 = 1

]
− Pr

[
Hybb5 = 1

]∣∣∣ ≤ negl(λ).

Proof (of Lemma 8). The two experiments differ in the way the variables (Y ′1 , . . . ,
Y ′n) and (σ′1, . . . , σ

′
n) are computed. Suppose that H(i∥mi) and H(i∥m′i) are

programmed to G
t0i
2 and G

t1i
2 respectively, where (t01, t

1
1, . . . , t

0
n, t

1
n) is a randomly

sampled vector in Z2n
q . The indistinguishability of the two hybrids reduces to

arguing about the proximity of the following distributions



G1,

Gy1

1 , . . . ,Gyn

1 ,

Gz1
1 , . . . ,Gzn

1 ,

Gsy1z1
1 , . . . ,Gsynzn

1 ,

G2,

G
t01y1

2 , . . . ,G
t0nyn

2 ,

G
st11y1

2 , . . . ,G
st1nyn

2 ,

G
t01
2 , . . . ,G

t0n
2 ,

G
t11
2 , . . . ,G

t1n
2


≈



G1,

Gy1

1 , . . . ,Gyn

1 ,

Gz1
1 , . . . ,Gzn

1 ,

Gw1z1
1 , . . . ,Gwnzn

1 ,

G2,

G
t01y1

2 , . . . ,G
t0nyn

2 ,

G
t11w1

2 , . . . ,G
t1nwn

2 ,

G
t01
2 , . . . ,G

t0n
2 ,

G
t11
2 , . . . ,G

t1n
2


where the LHS corresponds to the distributions in Hybb4 and the RHS corresponds
to the distributions in Hybb5. Note that all non-trivial relations that the generic
attacker can learn are restricted to certain polynomials of degree at most 2. For
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illustration, we can symbolically write the relations obtained from the RHS as∑
i∈JnK,j∈JnK

ai,j
(
t1iwi · wjzj

)
+

∑
i∈JnK,j∈JnK

bi,j
(
t1iwi · yj

)
+

∑
i∈JnK,j∈JnK

ci,j
(
t0i yi · wjzj

)
+

∑
i∈JnK,j∈JnK

di,j
(
t0i yi · yj

)
+

∑
i∈JnK,j∈JnK,b∈{0,1}

ebi,j
(
tbi · wjzj

)
+

∑
i∈JnK,j∈JnK,b∈{0,1}

fbi,j
(
tbi · yj

)
+

∑
i∈JnK,j∈JnK

gi,j
(
t1iwi · zj

)
+
∑
i∈JnK

hi
(
t1iwi

)
+

∑
i∈JnK,j∈JnK

ii,j
(
t01yi · zj

)
+
∑
i∈JnK

ji
(
t01yi

)
+

∑
i∈JnK,j∈JnK,b∈{0,1}

kbi,j
(
tbi · zj

)
+

∑
i∈JnK,b∈{0,1}

lbi
(
tbi
)

+
∑
i∈JnK

mi(yi) +
∑
i∈JnK

ni(zi)

+
∑
i∈JnK

oi(wizi) +p

= 0.

whereas for the LHS the equation is identical except that all occurrences of wi

and wj are replaced with yi · s and yj · s, respectively. Since all variables are
uniformly distributed, by Lemma 2 we have that the coefficient of each unique
monomial must be 0 with all but negligible probability. It is left to argue that
each non-trivial relation obtained on the RHS imply also a corresponding non-
trivial relation on the LHS, and vice-versa. By inspection we isolate the pairs ∑

i∈JnK,j∈JnK,b∈{0,1}

ebi,j
(
tbi · wjzj

)
,

∑
i∈JnK,j∈JnK

gi,j
(
t1iwi · zj

)
and  ∑

i∈JnK,j∈JnK,b∈{0,1}

fbi,j
(
tbi · yj

)
,
∑
i∈JnK

ji(t
0
i yi)


that have potentially common monomials. For the latter case it is enough to
observe that the monomials are identical for both the LHS and the RHS distri-
butions as they are independent of wi and s for all i ∈ JnK. Therefore, if∑

i∈JnK,j∈JnK,b∈{0,1}

fi,j(t
b
i · yj) +

∑
i∈JnK

ji(t
0
i yi) = 0

in the RHS then so it does in the LHS, and vice versa. For the former case we
have that collisions occur only when i = j and b = 1, as otherwise the monomials
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are distinct and therefore any non-trivial set of coefficients will not cancel out
(with very high probability). Setting i = j and b = 1, for the RHS we have the
following constraint ∑

i∈JnK

e1i,i
(
t1iwizi

)
+
∑
i∈JnK

gi,i
(
t1iwizi

)
= 0

which implies that, with overwhelming probability, for all i ∈ JnK it holds that
e1i,i = −gi,i. Applying this constraint to the LHS we obtain a corresponding
non-trivial relation∑

i∈JnK

e1i,i
(
st1i yizi

)
+
∑
i∈JnK

gi,i
(
st1i yizi

)
= 0.

The reverse direction holds with an identical argument. Since there is a bijection
between the non-trivial relations on the LHS and those on the RHS, we can
conclude that the view of A in the two cases are indistinguishable. ⊓⊔

This yields the following advantage against unlinkability

AdvUnlink,k,bk-SAN,A (λ) = AdvUnforg,k+1
VRS,A (λ) + n · k · AdvUnlinkPKE,A(λ) + 2 · AdvPer−AdaptEQS,A (λ)+

AdvLemma 7
k-SAN,A(λ) + AdvLemma 8

k-SAN,A(λ)

which is negligible because n and k are small in real applications and assuming
the security of the underlying primitives. ⊓⊔

Proof (Sanitizer Anonymity). Sanitizer anonymity relies on ExpSanitAnon,k,bk-SAN,A which
can only be broken if the proof done using VRS does not maintain the anonymity
of the signer within the ring and ExpAdmSec,k,b

k-SAN,A which can only be broken if the
adversary breaks the secrecy of the admissibility matrix A.

If we have access to an efficient adversary A against ExpSanitAnon,k,bk-SAN,A , we can
create an algorithm B to break ExpAnon,k+1,b

VRS,B which works as follows. B simulates
ExpSanitAnon,k,bk-SAN,A honestly except the following. B receives k+1 public keys from the
VRS challenger which it will use for its k sanitizers and signer instead of the keys
generated by the KGenZ algorithm. A outputs (m, i0, i1, j

′,m′j′). Then, B makes
the message part j′ admissible for sanitizers i0 and i1 chosen by A and honestly
generates the signature. During the sanitization, B will call the Ob,i0+1,i1+1

LoRSignVRS

oracle of the VRS challenger on (pkS∥MOD(m)∥PKZ∥σSS
′, {pkSP, {pkiZP}i∈JkK})

to get σVRS
′. Finally, B sends the signature to A and receives its response which

indicates whether i0 or i1 did the sanitization, i.e., generated the VRS signature.
B can use this information to respond to the anonymity challenger of VRS. Thus,
the advantage against the sanitizer anonymity experiment will be
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AdvSanitAnon,k,bk-SAN,A (λ) = AdvAnon,k+1,b
VRS,A (λ)

which is negligible because of the anonymity of VRS.

Regarding the experiment ExpAdmSec,k,b
k-SAN,A , given an efficient adversary A against

it, we can create an algorithm B to break ExpIND−CPA,bPKE,B which works as follows.
B simulates ExpAdmSec,k,b

k-SAN,A honestly except for the following. B interacts with k
IND-CPA challengers and receives a key pkc from each of them. It will use
these keys instead of the honestly generated keys for the sanitizers. A outputs
(m, i′, j′). Then, B will create the tuple τ := (0, yj′) where yj′ is the BLS-like
secret key for mj′ . It will send τ to the IND-CPA challenger of sanitizer i′.
The PKE challenger returns a challenge c which will be used as SKCHi′,j′

during the k-SAN signing process. Other encryption operations are done using
the encryption oracle provided by the corresponding IND-CPA challenger. Then,
the signature is given to A. Finally, when A outputs its response indicating if
the message block j′ is admissible for sanitizer i′, B can use this information to
respond to the i′ IND-CPA challenger. This means that the advantage against
the admissibility matrix secrecy experiment will be

AdvAdmSec,k,b
k-SAN,A (λ) = AdvIND−CPAPKE,A (λ)

which is negligible because of the IND-CPA security of PKE.

Thus, the total advantage of A against the sanitizer anonymity property is
AdvAnon,k+1,b

VRS,A (λ) + AdvIND−CPAPKE,A (λ) which is negligible as it is the sum of two
negligible values. ⊓⊔

D High-Level Flow Charts

Figures 8 and 7 show how the Sign and Sanitize algorithms work on a high-level
in both constructions.

E Proofs for The FSV-k-SAN Construction

Proof (Correctness). The correctness of FSV-k-SAN relies directly on the cor-
rectness of the underlying signature schemes SIG and VRS and the chameleon
hash CHash. ⊓⊔

Proof (Immutability). There are four possible attacks against immutability, forge
the signature, decrypt the chameleon hash trapdoor without having access to the
secret key, find a collision to the chameleon hash without having access to the
trapdoor, break the uniqueness of the randomness of CHash. We eliminate these
attacks one by one in the sequence of hybrid experiments below.
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Sign Sanitize

For each mes-
sage block

Generate CHash
keys and hash

For each sanitizer

Encrypt trap-
door if admissi-
ble, 0 otherwise

Generate public
admissiblity matrix

Sign public infor-
mation using SIG

For each mes-
sage block

Generate signing
proof using SIG

For each modified
message block

Decrypt CHash
secret key

Adapt CHash

Generate san-
itization proof

using VRS

Fig. 7: High-level flow chart showing how the Sign and Sanitize algorithms work
in FSV-k-SAN. A dashed line indicates that the action is done inside a loop and
a dashed box groups multiple actions that are done inside the same loop.

Hyb0 : Same as ExpImmut,k
k-SAN,A.

Hyb1 : As Hyb0, but the challenger aborts if the adversary outputs a tuple
(PKZ∗,m∗,A∗, σ∗) where σ∗ is parsed as (s∗,CH∗,SKCH∗,PA∗, n∗, ρ∗)

and s∗ is a forgery on ((CH∗j .h,CH∗j .pkCH)j∈Jn∗K,SKCH∗,PA∗, pk†S,PKZ∗,
n∗) for SIG. We will call this abort event E1.

Hyb2 : As Hyb1, but we replace all the chameleon hash trapdoors encrypted in
SKCH as EncryptPKE(pkiZE, sk

j
CH) by EncryptPKE(pk

i
ZE, 0) for all sanitizers to

which the adversary does not have access, i.e., (pkZE, pkZP) ∈ PKZ†.

Hyb3 : As Hyb2, but the challenger aborts if the adversary outputs a forgery
(PKZ∗,m∗,A∗, σ∗) where the message m∗ cannot be derived from any re-
turned signature from the sign oracle. This means that for all (m,A, σ) gen-
erated by the sign oracle of k-SAN with σ.s = σ∗.s, the modification from
m to m∗ is not admissible for the adversary’s sanitizers (PKZ∗ \ PKZ†).
This abort event is called E2.

Hyb4 : As Hyb3, but the challenger aborts if the adversary outputs a valid
forgery (PKZ∗,m∗,A∗, σ∗) where for some j ∈ JnK, the tuple (σ∗.CHj .pkCH,
σ∗.CHj .h, σ

∗.CHj .r,m
∗
j ) was not generated by the sign oracle. We call this

abort event E3.

If there exists an adversary A with non-negligible advantage against Hyb1, we
can construct an algorithm B to break the EUF-CMA security of SIG which
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Sign

For each mes-
sage block

Generate BLS
keys and sign

For each sanitizer

Encrypt BLS secret
key if admissi-
ble, 0 otherwise

Sign BLS public
keys using EQS

Sign public infor-
mation using VRS

Sanitize

Randomize BLS
public keys

For each unmodified
message block

Adapt BLS
signature

For each modified
message block

Decrypt BLS
secret key

Adapt BLS secret
key and signAdapt ciphertexts

Change rep-
resentation of

EQS signatures

Sign public infor-
mation using VRS

Fig. 8: High-level flow chart showing how the Sign and Sanitize algorithms work
in IUT-k-SAN. A dashed line indicates that the action is done inside a loop and
a dashed box groups multiple actions that are done inside the same loop.
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works as the following. B simulates Hyb1. B obtains a public key pkc from the
SIG challenger which it will use for pk†S instead of the key generated by the KGenS
algorithm. For every signature s or ρj ∈ ρ which needs to be generated by B based
on A’s requests to the sign oracle of k-SAN, B uses the sign oracle of SIG. When
E1 happens, B outputs the signature that triggered E1 and its corresponding
message as a forgery to the SIG challenger. Thus, |AdvHyb1A (λ) − Adv

Hyb0
A (λ)| ≤

AdvEUF−CMA
SIG,A (λ).

Note: We now know that tampering with the signature of SIG is not possible as
well as impersonating the signer to generate new signatures. Furthermore, the
public keys (pkS,PKZ) and n are signed as well using SIG, thus, it is impossible
to add or remove sanitizers or message blocks.

We recall that the challenger of immutability generates a set of sanitizers PKZ†

to which the adversary does not have access and the adversary can generate keys
for his own sanitizers.

We create the intermediate hybrids Hyb0,n,Hyb1,1, . . . ,Hyb1,n, . . . ,Hybk,n where
each Hybi,j differs from the previous hybrid (i.e., Hybi,j−1 | j > 1 or Hybi−1,n
otherwise) by that the ciphertext SKCHi,j is an encryption of 0 instead of
skjCH if the adversary does not have access to the sanitizer i, i.e., (pkiZE, pk

i
ZP) ∈

PKZ†. Note that Hyb0,n is identical to Hyb1 and Hybk,n is identical to Hyb2.
Assuming that there exists an adversary A that can distinguish between Hybi,j
and the previous hybrid Hybi′,j′ , we can construct an algorithm B that can break
the IND-CPA security of PKE as the following. B receives pkc from the IND-
CPA challenger, it will use it in the public key for the sanitizer i instead of the
one generated by KGenZ if (pkiZE, pk

i
ZP) ∈ PKZ†. The sign oracle is simulated

honestly except for the ciphertexts for the sanitizer i if (pkiZE, pk
i
ZP) ∈ PKZ†.

For SKCHi, j, B defines two messages τ0 and τ1 as

τ0 =

skjCH, ai,j = 1

0, otherwise
τ1 =

skjCH, ai,j = 1 ∧ (pkiZE, pk
i
ZP) /∈ PKZ†

0, otherwise
.

Then, B sends (τ0, τ1) to the IND-CPA challenger and gets the ciphertext c
which it will use for SKCHi,j . For the other values in SKCHi, B will use the
encryption oracle of the IND-CPA challenger.

When A produces his response b∗, B can send b∗ as his response to the IND-CPA
challenger. This means that the advantage ofA to distinguish Hybi,j from Hybi′,j′
is equal to his advantage against the IND-CPA of PKE. Thus, the advantage of
A to distinguish Hyb1 from Hyb2 is equal to n ·k ·AdvIND−CPAPKE,A (λ) as we have n ·k
ciphertexts. As IND-CPA implies one-wayness, then we know that the adversary
cannot break the encryption for sanitizers to which he does not have access which
gives us |AdvHyb2A (λ)− Adv

Hyb1
A (λ)| ≤ n · k · AdvIND−CPAPKE,A (λ).

If there exists an adversary A with non-negligible advantage against Hyb3, we
can construct an algorithm B to break the collision resistance of CHash which
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works as the following. First, let’s recall that the signatures generated by the sign
oracle are kept in Σ. Now we move to the construction of B which will simulate
Hyb3. During the signing process, B will start a collision resistence challenge for
each chameleon hash of an inadmissible block to PKZ \ PKZ†. It will replace
pkCH by pkc - which it received from the CHash challenger - and use the hash
oracle of CHash to calculate the hash values. Let the signature returned by A
be σ∗ which is parsed as (s∗,CH∗,SKCH∗,PA∗, n∗). As we have established
from the previous hybrids, A cannot tamper with the signature nor decrypt the
trapdoors encrypted for sanitizers in PKZ†. Thus, we must have a signature
(σ′,m′) ∈ Σ which have the same values as σ except for σ′.CH, and an index
j ∈ JnK for which we have

CheckCHash(pkCH, (j∥m∗j ),CH∗j .r,CH∗j .h) =

CheckCHash(pkCH, (j∥m′j), σ′.CHj .r,CH∗j .h) = 1

where m∗j ̸= m′j . Thus, B can output the tuple ((j∥m∗j ),CH∗j .r, (j∥m′j), σ′.CHj .r,
CH∗j .h) as a collision to the corresponding CHash challenger. As we have n

hashes, |AdvHyb3A (λ)− Adv
Hyb2
A (λ)| ≤ n · AdvCol−ResCHash,A(λ).

If there exists an adversary A that can trigger the abort event E3 in Hyb4
with non-negligible probability, we can create an efficient algorithm B against
the uniqueness of CHash which works as the following. B simulates Hyb4 hon-
estly except that B will interact with the uniqueness challenger of CHash during
the setup phase to get ppCH. Then, when E3 is triggered, this means that the
adversary produced a forgery (PKZ∗,m∗,A∗, σ∗) where for some j ∈ JnK, the
tuple (σ∗.CHj .pkCH, σ

∗.CHj .h, σ
∗.CHj .r,m

∗
j ) does not exist in the history and

thus not generated by the algorithm HashCHash in the sign oracle. As we have
shown in previous hybrids, the adversary cannot tamper with signed values us-
ing SIG like σ∗.CHj .pkCH and σ∗.CHj .h, and that CHash is collision resistant,
this means that there must exist a tuple (pk′CH, h

′, r′,m′) in the history such
that pk′CH = σ∗.CHj .pkCH ∧h′ = σ∗.CHj .h∧m∗j = m′ but with r′ ̸= σ∗.CHj .r.
Since the forgery is valid, this means that

CheckCHash(pk
′
CH, (j∥m′), r′, h′) =

CheckCHash(pk
′
CH, (j∥m′), σ∗.CHj .r, h

′) = 1.

Thus, B can return (pk′CH, h
′, r′, r∗,m′) as a forgery to the uniqueness challenger

of CHash. As we have n hashes, |AdvHyb4A (λ)− Adv
Hyb3
A (λ)| ≤ n · AdvUniqCHash,A(λ).

In summary, we have shown that the adversary cannot forge the SIG signature
because of its EUF-CMA security, cannot break the encryption of trapdoors be-
cause of the IND-CPA security of PKE, cannot find collisions for the chameleon
hashes because of their collision resistance, and the randomness of the chameleon
hash is unique. Thus, we have the following advantage against the immutability
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game

AdvImmut,k
k-SAN,A(λ) ≤Adv

EUF−CMA
SIG,A (λ) + n · k · AdvIND−CPAPKE,A (λ) + n · AdvCol−ResCHash,A(λ)

+ n · AdvUniqCHash,A(λ)

which is negligible because of the security of SIG, PKE, and CHash. Moreover,
the values of n and k are small in real applications (around 10) which means
that multiplying the already negligible values by them does not make the full
advantage non-negligible. ⊓⊔

Proof (Signer-Accountability). Let us consider that there exists an efficient ad-
versaryA against ExpSigAcc,kk-SAN,A. We can use this adversary to create an algorithm B
to break ExpUnforg,kVRS,B as the following. B simulates ExpSigAcc,kk-SAN,A honestly except for
the following. It receives k public keys from the VRS challenger, then, it will use
these keys for its k sanitizers instead of the ones generated in KGenZ. B will use
the sign oracle of VRS to generate any required VRS signatures inside the saniti-
zation oracle of k-SAN. A eventually outputs the forgery (pk∗S,m

∗, σ∗) which sat-
isfies the conditions set in ExpSigAcc,kk-SAN,A, i.e., Judge(pk∗S,PKZ†,m∗, σ∗, π∗,⊥) = Z,
Verify(pk∗S,PKZ†,m∗, σ∗) = 1, and (pk∗S,m

∗, σ∗) /∈ Σ. Judge only returns Z
when there is an admissible block according to PA and Verify only returns 1 if
for each admissible block i according to PA, ρi is a valid VRS signature under
the ring {pk†,iZP}i∈JkK. Since, (pk∗S,m∗, σ∗) /∈ Σ, this means that there exists a
ρj which was not generated using the OSanit oracle provided by B which means
that the signature was not generated by the sign oracle of VRS. Thus, we can
return ({pk†,iZP}i∈JkK, (j∥m∗j∥s∗), σ∗.ρj) as the response to the VRS challenger. As
we have at most n VRS signatures, the advantage against singer accountability
will be

AdvSigAcc,kk-SAN,A(λ) ≤ n · AdvUnforg,kVRS,A (λ)

which is negligible because of the unforgeability of VRS and because n is small
in real applications. ⊓⊔

Proof (Sanitizer-Accountability). If there exists an adversary A that has a non-
negligible advantage against ExpSanAcck-SAN,A, then we can create an algorithm B that
can break the EUF-CMA security of SIG as the following. B simulates ExpSanAcck-SAN,A
except for the following. B gets a public key pkc from the SIG challenger which
it will use for pk†S instead of the key generated by the KGenS algorithm. For
every signature s or ρj ∈ ρ which needs to be generated by B based on A’s
requests to the sign oracle of k-SAN, B uses the sign oracle of SIG. The prove
oracle is simulated honestly. If A succeeds, then he has produced a signature
(PKZ∗,m∗, σ∗) such that Verify(pk†S,PKZ∗,m∗, σ∗) = 1, (PKZ∗,m∗, σ∗) /∈ Σ,
and Judge(pk†S,PKZ∗,m∗, σ∗, π∗,⊥) ̸= Z. In FSV-k-SAN, Judge returns S on
a signature σ∗ with j = ⊥ if and only if there are no admissible blocks in the
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message, i.e., ∄j ∈ JnK, σ∗.PAj = 1. In the Verify algorithm, we note that in
order for it to return 1, the signature σ∗.s should be valid and for each message
block j where σ∗.PAj = 0 we should have σ∗.ρj which is a valid SIG signature
on (j∥m∗j∥σ∗.s). As (PKZ∗,m∗, σ∗) /∈ Σ, this means that at least σ∗.s or a
σ∗.rhoj for some j ∈ JnK was not generated by the sign oracle of SIG. Thus, B
can return that signature as a forgery to the SIG challenger. As we have at most
n+ 1 signatures generated using SIG, we have

AdvSanAcck-SAN,A(λ) ≤ (n+ 1) · AdvEUF−CMA
SIG,A (λ)

which is negligible because of the EUF-CMA security of SIG and because n is
small in real applications. ⊓⊔

Proof (Privacy). In the Sign algorithm, we include two information related to
the message in the signature, the CHash hash value and randomness and the
SIG signature proof in ρ. The signature proof is replaced by a new one using
VRS to prove sanitization, so it cannot be used to attack privacy. Regarding the
hash value, we will define a series of hybrid experiments Hyb0,Hyb1, . . . ,Hybn
where Hyb0 is the same as ExpInv,k,bk-SAN,A and each consecutive experiment Hybj
differs from the previous one Hybj−1 by that the Sanitize algorithm is modified
as the following. The algorithm will generate a new hash using HashCHash instead
of using AdaptCHash for the message block j, and generate a new SIG signature
using the new hash value. If an adversary A can distinguish between any two
consecutive experiments Hybj and Hybj−1, then we can use it to construct an
algorithm B that can break the indistinguishability of CHash as the following. B
will simulate Hybj honestly except for the following. B will receive pkc from the
CHash challenger which it will use for pkCH for the message block j instead of
the one generated by the KGenCHash algorithm in Sign. In the Sanitize algorithm,
B will use the Ob

HashOrAdapt oracle of the CHash challenger to generate the hash
value and the randomness. Depending on the value of b which was chosen by
the CHash challenger, B simulates either Hybj or Hybj−1. When A outputs his
response, B can use it to respond to the CHash challenger. Thus, the advantage
of A to distinguish any Hybj from Hybj−1 is equal to his advantage against the
indistinguishability of CHash. This yields

AdvPriv,k,bk-SAN,A(λ) ≤ n · AdvInd,bCHash,A(λ)

which is negligible because of the indistinguishability of CHash and because n
is small in real applications. ⊓⊔

Proof (Full-Sanitization Verifiability). Let us consider that there exists an effi-
cient adversary A against ExpFullSanit,kk-SAN,A . We can use this adversary to create an
algorithm B to break ExpUnforg,kVRS,B as the following. B simulates ExpFullSanit,kk-SAN,A hon-
estly except for the following. It receives k public keys from the VRS challenger,
then, it will use these keys for its k sanitizers instead of the ones generated by
the KGenZ algorithm. B will use the sign oracle of VRS to generate any required
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VRS signatures inside the sanitization oracle of k-SAN. A eventually outputs
his response which means that Verify(pk∗S,PKZ†,m∗, σ∗) = 1, there exists an
admissible block according to σ∗.PA, and (pk∗S,m

∗, σ∗) /∈ Σ. Verify only returns
1 if for each admissible block j (i.e., σ∗.PAj = 1), ρj is a valid VRS signature
under the ring {pk†,iZP}i∈JkK. Since, (pk∗S,m∗, σ∗) /∈ Σ, this means that there ex-
ists a ρj which was not generated using the OSanit oracle provided by B which
means that the ρj was not generated by the sign oracle of VRS. Thus, we can
return ({pk†,iZP}i∈JkK, (j∥m∗j∥s∗), σ∗.ρj) as the response to the VRS challenger.
As we have at most n VRS signatures, the advantage against full-sanitization
verifiability will be

AdvFullSanit,kk-SAN,A (λ) ≤ n · AdvUnforg,kVRS,A (λ)

which is negligible because of the unforgeability of VRS and because n is small
in real applications. ⊓⊔

Proof (Sanitizer Anonymity).

Sanitizer anonymity relies on ExpSanitAnon,k,bk-SAN,A which can only be broken if the
proof done using VRS does not maintain the anonymity of the signer within
the ring and ExpAdmSec,k,b

k-SAN,A which can only be broken if the adversary breaks the
secrecy of the admissibility matrix A.

If we have access to an efficient adversary A against ExpSanitAnon,k,bk-SAN,A , we can
create an algorithm B to break ExpAnon,k,bVRS,B which works as follows. B simulates
ExpSanitAnon,k,bk-SAN,A honestly except for the following. First, B receives k public keys
from the VRS challenger which it will use for its k sanitizers instead of the keys
generated by the KGenZ algorithm. A outputs (m, i0, i1, j

′,m′j′). Then, B makes
the message part j′ admissible for sanitizers i0 and i1 chosen by A and honestly
generates the signature. During the sanitization, B will call the Ob,i0,i1

LoRSignVRS
oracle

of the VRS challenger on ((j′∥mj′∥σ.s), {pkiZP}i∈JkK) to generate the proof of
sanitization for mj′ . Finally, B sends the signature to A and receives its response
which indicates whether i0 or i1 did the sanitization, i.e., generated the VRS
signature. B can use this information to respond to the anonymity challenger of
VRS. Thus, the advantage against the sanitizer anonymity experiment will be

AdvSanitAnon,k,bk-SAN,A (λ) = AdvAnon,k,bVRS,A (λ)

which is negligible because of the anonymity of VRS.

Regarding the experiment ExpAdmSec,k,b
k-SAN,A , given an efficient adversary A against

it, we can create an algorithm B to break ExpIND−CPA,bPKE,B which works as follows. B
simulates ExpAdmSec,k,b

k-SAN,A honestly except for the following. B interacts with k IND-
CPA challengers and receives a key pkc from each of them. It will use these keys
instead of the honestly generated keys for the sanitizers. A outputs (m, i′, j′).
Then, B will create the tuple τ := (0, skj

′

CH) where skj
′

CH is the trapdoor of the
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chameleon hash for mj′ . It will send τ to the IND-CPA challenger of sanitizer
i′. The PKE challenger returns a challenge c which will be used as SKCHi′,j′

during the k-SAN signing process. Other encryption operations are done using
the encryption oracle provided by the corresponding IND-CPA challenger. Then,
the signature is given to A. Finally, when A outputs its response indicating if
the message block j′ is admissible for sanitizer i′, B can use this information to
respond to the i′ IND-CPA challenger. This means that the advantage against
the admissibility matrix secrecy experiment will be

AdvAdmSec,k,b
k-SAN,A (λ) = AdvIND−CPAPKE,A (λ)

which is negligible because of the IND-CPA security of PKE.

Thus, the total advantage of A against the sanitizer anonymity property is
AdvAnon,k,bVRS,A (λ) + AdvIND−CPAPKE,A (λ) which is negligible as it is the sum of two negli-
gible values. ⊓⊔

F Comparing Real and Theoretical Performance of The
Implementation

We report in Table 2 the theoretical evaluation of our constructions’ efficiency.
The signature, proof, and key sizes are evaluated in terms of the number of
group elements, while the performance is given in terms of the number of expo-
nentiations in each group and the number of pairing operations. We note that
the signer keys in FSV-k-SAN are smaller than IUT-k-SAN, but the signature
can be larger depending on the number of admissible blocks. Moreover, Sign,
Sanitize, and Judge are faster in FSV-k-SAN whereas Verify can be slower de-
pending on the number of admissible blocks. We also note that the signature size
and execution time of most algorithms in both constructions has a linear relation
with the number of blocks n and sanitizers k. This is not a major concern for
most real applications as they will have a small number of blocks and sanitiz-
ers. One of the major bottlenecks that is affected by the number of blocks and
sanitizers is the ciphertexts matrix which contains nk elements. Special types of
encryption schemes could be used to reduce its size, but this depends heavily
on the application. For instance, broadcast encryption can be used but at the
cost of invisibility and sanitizer anonymity. Another example is Attribute-Based
Encryption (ABE) which is used in [18, 30]. However, as most ABE systems
have a ciphertext size that is linear in the number of attributes, we will only see
significant improvement if the number of attributes is significantly smaller than
the number of sanitizers. Another option is to use constant-size systems such
as [3] which come with different trade-offs such as restrictions on the policies
that can be defined and/or linear or quadratic secret key sizes.

We now compare the implementation’s performance to the theoretical complexity
calculation.
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Table 2: On top, the size of the signer keys (skS, pkS), sanitizer keys (skZ, pkZ),
signature σ, and proof π. On the bottom, the dominating operations (exponen-
tiation and pairing) in k-SAN algorithms per construction. The fields ZN2 and
ZN are from the Paillier Cryptosystem. We denote by Zq the prime fields of all
building blocks assuming that we use similar size prime numbers for all building
blocks in the implementation. In IUT-k-SAN, G1 and G2 are from the BLS12-
381 curve. In FSV-k-SAN, G1 is from the secp256k1 curve. Also, n0 (resp. n1)
denotes the number of inadmissible (resp. admissible) blocks according to PA.

Const. skS skZ pkS pkZ σ π

IUT-k-SAN (n + 2) Zq
1 Zq+

2 ZN

1 Zq+

(n + 1) G2

1 Zq + 1 ZN+

1 ZN2

(4k + 6) Zq + (kn + k) ZN2+

(2n + 6) G1 + (n + 3) G2

5 Zq

FSV-k-SAN 1 Zq
1 Zq+

2 ZN

1 G1
1 Zq + 1 ZN+

1 ZN2

(4kn1 + 3n + 2n1) Zq+

(2n0 + 2) Zq+

kn ZN2 + n {0, 1}
-

Const. Sign Sanitize Verify Prove Judge

IUT-k-SAN

(4k + 3) Zq+

(kn + k) ZN2+

(4n + 8) G1 + (n + 3) G2

(4k + 3) Zq+

(2n + 6) G1 + (n + 3) G2+

(kn + k + |MOD|) ZN2

(4k + 4) G1

(4n + 10) Pair.
3 Zq 4 Zq

FSV-k-SAN
3n Zq + kn ZN2+

(n + 1) G1

|MOD|(4k − 1) Zq+

|MOD| ZN2

(4kn1 + 2n) Zq+

(2n0 + 2) G1

- -

To have a more accurate comparison in the test, we use similar size fields and
groups in all building blocks even if some of them become insecure. This was
needed because in order to have a secure implementation, we need to set λ ≥ 2048
for PKE, CHash, and VRS which makes the contribution of the other building
blocks negligible as the fields and groups in the used elliptic curves are much
smaller.

We tested the performance of the constructions by running each algorithm 200
times given different values of k and n and calculating the average execution
time. The test was executed on a Linux server with an Intel i5-11500 processor
and 32GB of RAM. The number of admissible blocks was fixed to 3 and the
number of modified blocks was fixed to 1 in each call to the Sanitize algorithm
as these values impact the performance as explained in Section 7.

To do the comparison between theoretical and real execution time, we also need
to calculate the estimated execution time based on the formulas in Table 2.
We calculated the time of exponentiation in the different groups and fields and
that of pairing by executing the operations 200 times on random values and
calculating the average. Exponentiation in Zq, G1 for BLS12-381, G2 for BLS12-
381, G1 for secp256k1, and ZN2 took 43, 162, 458, 91, and 590 µs respectively,
whereas pairing in the BLS12-381 curve took 1085µs.

Figures 9 and 10 show the test results. In FSV-k-SAN, as k grows, the execution
time of all algorithms except Judge grows, on the other hand, n only impacts the
execution time of the Sign and Verify algorithms. Regarding IUT-k-SAN, the in-



60 O. Allabwani et al.

crease of k and n impacts all algorithms except Judge and Prove. We see similar
trends in both real and theoretical execution time in both constructions. When
we first generated the curves we noticed a lot of differences between the theo-
retical analysis and the real execution time. After investigation, we found that
the implementation in some Rust crates is significantly more efficient than the
theoretical cost. For example, the Paillier cryptosystem does one exponentiation
in ZN2 for encryption, decryption, and scalar multiplication. But the real execu-
tion time shows that encryption is slightly slower than decryption which is itself
slower than scalar multiplication. Also, exponentiation in the kzen-paillier crate
is 3 times more efficient than the one in num_bigint. Moreover, the implemen-
tation of the verification of Mercurial signatures in the delegatable_credentials
crate is much more efficient than the theoretical calculation. Adjusting for these
factors helps in getting a more accurate comparison. We applied the following
adjustments to the theoretical analysis: the encryption, decryption, and scalar
multiplication in the Paillier cryptosystem take 156, 138, and 90 µs respectively,
and the verification in Mercurial signatures takes approximately 46n+ 2876 µs.

We did the same test on a Google Pixel 6a smartphone. We see that the execution
time nearly doubled compared to the server which is expected given that we
passed to a less powerful device. In particular, the Verify algorithm seem to
be more affected than other algorithms in both constructions. We investigated
this and found that for FSV-k-SAN, exponentiation in Zq increased from 43 µs
on the server to 91 µs on the smartphone whereas exponentiation in G1 for the
secp256k1 curve increased from 91 µs to 128 µs. This disproportionate increase in
the cost of operations within Zq results in a comparatively greater contribution
of Zq exponentiation to the overall execution time on the smartphone than on
the server. For IUT-k-SAN, the delegatable_credentials crate seem to suffer from
approximately a 10 times slowdown in the verification algorithm when executing
it on the smartphone. We compared its performance to the mercurial-signature
crate and found that it performs better than the delegatable_credentials crate on
the smartphone but worse on the server. Precisely, the verification of a signature
on a 15 elements message in the delegatable_credentials crate took ∼4ms on
the server and ∼43ms on the smartphone, while the mercurial-signature crate
took ∼20ms on the server and ∼30ms on the smartphone. A major difference
between the two crates is that the delegatable_credentials crate uses the multi
Miller loop optimization [32] whereas the mercurial-signature crate calculates
the pairings one by one. We maintained the use of the delegatable_credentials
crate as the gain of performance on the server side is more significant than the
loss of performance on the smartphone side. The results can be found in Figures
11 and 12.

G Efficiency Comparison With the Existing Literature

We compare the efficiency of our constructions to the existing multi-sanitizer
schemes [1, 7, 14, 15, 25, 30]. Only [1] calculated the size and complexity of their
construction in terms of number of group elements and operations. Other papers
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Fig. 9: Theoretical and real performance of FSV-k-SAN on the server. In the
first figure, we fix k = 9 and test with variable n. In the second one, we fix n = 9
and test k.
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Fig. 10: Theoretical and real performance of IUT-k-SAN on the server. In the
first figure, we fix k = 9 and test with variable n. In the second one, we fix n = 9
and test k.
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Fig. 11: Performance of FSV-k-SAN on the smartphone. In the first figure, we
fix k = 9 and test with variable n. In the second one, we fix n = 9 and test k.
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Fig. 12: Performance of IUT-k-SAN on the smartphone. In the first figure, we
fix k = 9 and test with variable n. In the second one, we fix n = 9 and test k.
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Table 3: Comparison of the efficiency of our k-SAN constructions and other
multi-sanitizer schemes in terms of the signature size σ, the proof size π, and
the cost of the main algorithms. n is the number of message blocks, k the number
of sanitizers, t a polynomial in the size of the access structure of the attribute-
based signature and the policy-based Chameleon hash used in [1] and [30] re-
spectively, and Q is the number of previously generated signatures by the signer.
We measure the size by the number of group elements and the execution time
of algorithms by the number of modular exponentiations and pairing operations
which are denoted by E and P respectively. Some algorithms do a number of
operations that is equal to the number of modified, admissible, or inadmissible
blocks. In these cases, we always consider the worst case which is n. The Sign
algorithm of [30] generates RSA keys which is denoted by RSAGen.

Const. |σ| |π| Sign Sanitize Verify Prove Judge

IUT-k-SAN O(kn) O(1) O(kn) E O(kn) E O(k) E+
O(n) P

O(1) E O(1) E

FSV-k-SAN O(kn) - O(kn) E O(kn) E O(kn) E - -

[1] O(t) O(1) O(t) E O(t) E O(1) E+
O(t) P

O(1) E O(1) P

[7] O(1) - O(1) E O(1) E O(1) E - O(1) E
[15] O(n) - O(n) E O(n) E O(n) E - -

[25] O(n) O(n)
O(n) E+
O(n) P

O(n) E+
O(n) P

O(n) E+
O(n) P

O(nQ) E+
O(nQ) P

O(n) E+
O(n) P

[30] O(t) O(1)
RSAGen+

O(t) E
O(t) E+
O(t) P

O(1) E+
O(1) P

O(1) E O(1) E
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either only provided a generic construction or mentioned concrete instantiations
briefly without fully describing them. Thus, we provide an asymptotic complex-
ity analysis for the signature and proof size and the execution time of the main
algorithms. We measure size by the number of group elements and the execu-
tion time of algorithms by the number of modular exponentiations and pairing
operations. Table 3 summarizes our results.

The signature of [1] consists of two signatures a randomizable signature for the
inadmissible part of the message and an attribute-based one for the admissi-
ble part. Thus, their efficiency is linear in the size of the access policy of the
attribute-based signature. The authors of [7] also use two normal signatures for
the inadmissible and admissible parts of the message, thus they have constant
size and execution time. The construction of [14] uses group signatures where we
have a group for signers and a another group created per signature. It also uses
non-interactive zero-knowledge proofs. The authors do not provide a concrete
recommendation of which group signature or zero-knowledge proof to use which
makes the performance evaluation require a significant effort as we have to choose
a zero-knowledge proof and group signatures that are compatible and satisfy all
the required security properties. The construction of [15] uses an identity-based
Chameleon hash function to generate a hash of the admissible blocks and then
sign the hash and the inadmissible blocks using a standard signature scheme.
Their size and execution time is linear in the number of blocks. In [25], the con-
struction follows the same steps as [15] but the identity-based chameleon hash
is replaced with an accountable chameleon hash. Their signature size and ex-
ecution time is also linear in the number of blocks but their Prove algorithm
requires the signer to keep track of previously generated signatures and to do
comparisons with then, which is inefficient. Finally, in [30], the signer computes
a policy-based chameleon hash of the admissible part of the message, signs the
hash, inadmissible part of the message, and other information, encrypts his pub-
lic key, and generates a proof. The efficiency of the scheme is linear in the size
of the access policy of the policy-based chameleon hash. Moreover, their Sign
algorithm requires generating RSA keys which causes a significant performance
overhead.

Our constructions’ efficiency is linear in kn where k is the number of sanitizers
and n is the number of message blocks. This is less efficient than most of the
existing schemes, but this performance cost was necessary to support more secu-
rity properties and to allow different admissibility policies for different sanitizers.
Supporting different admissibility policies in the existing works will indeed lead
to a significant loss in performance. For instance, for [1], we need to produce an
attribute-based signatures for each set of blocks that are admissible to different
access policies. The scheme of [7] would require a different signature per set of
admissible blocks that are authorized to a certain sanitizer. The constructions
of [15, 25, 30] will require multiple chameleon hashes under different keys or
access policies for each set of blocks that are admissible to different sanitizers.
Finally, the scheme of [14] would require creating multiple groups in the same
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fashion. Moreover, some constructions might lead to worse performance even
in the unique admissibility context. For example, the Sign algorithm of [30] re-
quires generating RSA keys and the complexity of the Prove algorithm of [25]
is linear in the number of previously generated signatures. Furthermore, the
Verify algorithm of [1] does 32l + 80 pairing operations where l × t is the size of
claim-predicate monotone span program of the attribute based signature. If we
compare this to IUT-k-SAN, we do 4n + 10 pairing operations which could be
more efficient depending on the number of blocks and [1]’s access policy.
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