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Sanitizable Signatures

Idea: Multi-Sanitizer Sanitizable Signatures with Different Admissibility Policies

Security Properties:

• Unforgeability • Immutability • Privacy • Transparency

• Accountability • Invisibility • Unlinkability • Sanitizer Anonymity
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Use Case 1: Full-Sanitization Verifiable k-SAN (FSV-k-SAN)
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Use Case 2: Invisible-Unlinkable-Transparent k-SAN (IUT-k-SAN)
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Building Blocks

PKE VRS

A Public key encryption with

homomorphic scalar multiplication
A verifiable ring signature scheme

CHash SIG

A Chameleon hash function A digital signature scheme

BLS EQS

A short signature scheme with key

and signature randomization

A structure preserving signature on

equivalence classes
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Notation

Algorithms: Setup, KGenS, KGenZ, Sign, Sanitize, Verify, Prove, Judge.

m = m1 m2 . . . mn

PKZ = pk1Z pk2Z . . . pkkZ

A =

a1,1 a1,2 . . . a1,n

a2,1 a2,2 . . . a2,n
...

...
...

...

ak,1 ak,2 . . . ak,n

MOD =
j1 j2 . . .

m′
j1

m′
j2

. . .
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FSV-k-SAN Construction

PKE VRS

A Public key encryption A verifiable ring signature scheme

CHash SIG

A Chameleon hash function A digital signature scheme
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FSV-k-SAN Construction: Sign (n = 3, k = 2)

For each mes-

sage block

Generate CHash

keys and hash

For each sanitizer

Encrypt trapdoor

if admissible,

0 otherwise

Generate public

admissiblity matrix

Sign public infor-

mation using SIG

For each mes-

sage block

Generate signing

proof using SIG

m = m1 m2 m3

CH =

h1 h2 h3

r1 r2 r3

pk1CH pk2CH pk3CH

SKCH =
{0}pk1

ZE
{sk2CH}pk1

ZE
{sk3CH}pk1

ZE

{0}pk2
ZE

{0}pk2
ZE

{sk3CH}pk2
ZE

PA = 0 1 1

s = SignSIG

(
(CHj .h,CHj .pkCH)j∈JnK,SKCH,

PA, pkS,PKZ, n

)

ρ = ρ1 ρ2 ρ3

σ = (s,CH,SKCH,PA, n, ρ)
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FSV-k-SAN Construction: Sanitize m2 by sanitizer 1

For each modified

message block

Decrypt CHash

trapdoor

Adapt CHash

Generate san-

itization proof

using VRS

m′ = m1 m′
2 m3

CH =

h1 h2 h3

r1 r2 r3

pk1CH pk2CH pk3CH

SKCH =
{0}pk1

ZE
{sk2CH}pk1

ZE
{sk3CH}pk1

ZE

{0}pk2
ZE

{0}pk2
ZE

{sk3CH}pk2
ZE

PA = 0 1 1

s = SignSIG
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FSV-k-SAN Construction: Verify

Verify outer

SIG signature

For each mes-

sage block
Check CHash

For each inad-

missible block

Verify inner

SIG signature

For each ad-

missible block

Verify VRS

signature
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FSV-k-SAN Construction: Judge

j = ⊥?

At least one

block is

admissible?

Return Z

Return S

yes yes

no

Block j is

admissible?no

yes

no
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FSV-k-SAN Security

• Unforgeability implied by accountability.

• Immutability relies on the unforgeability of SIG, the IND-CPA security of PKE,

and the collision resistance of CHash.

• Privacy relies on the indistinguishability of CHash.

• Accountability relies on the unforgeability of SIG and VRS.

• Full-Sanitization Verifiability relies on the unforgeability of SIG and VRS.

• Sanitizer Anonymity relies on the anonymity of VRS and the IND-CPA security

of PKE.
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IUT-k-SAN Construction

Builds on the work of Bultel et al. 1.

PKE VRS

A Public key encryption with

homomorphic scalar multiplication
A verifiable ring signature scheme

BLS EQS

A short signature scheme with key

and signature randomization

A structure preserving signature on

equivalence classes

1Bultel, Lafourcade, Lai, Malavolta, Schröder, Thyagarajan. Efficient Invisible and Unlinkable

Sanitizable Signatures. PKC 2019.
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IUT-k-SAN Construction: Sign (n = 3, k = 2)

For each mes-

sage block

Generate BLS

keys and sign

For each sanitizer

Encrypt BLS secret

key if admissible,

0 otherwise

Sign BLS public

keys using EQS

Sign public

information

using VRS

m = m1 m2 m3 PKZ

x = x1 x2 x3 x4

y = y1 y2 y3 y4

X = X1 X2 X3 X4

Y = Y1 Y2 Y3 Y4

σ = σ1 σ2 σ3 σ4

SKZ =
{0}pk1

ZE
{y2}pk1

ZE
{y3}pk1

ZE
{0}pk1

ZE

{0}pk2
ZE

{0}pk2
ZE

{y3}pk2
ZE

{0}pk2
ZE

µ = SignEQS(X ), η = SignEQS(Y )

σSS = (µ, η, (σj ,Xj ,Yj)j∈JnK,SKZ)

σVRS = SignVRS(pkS∥m∥σSS)
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IUT-k-SAN Construction: Sanitize m2 by sanitizer 1

Randomize

BLS keys

For each unmodi-

fied message block
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For each modified

message block

Decrypt BLS

secret key

Sign using BLSAdapt ciphertexts

Change rep-

resentation of

EQS signatures

Sign public

information

using VRS

m′ = m1 m′
2 m3 PKZ

X ′ = X r
1 X r

2 X r
3 X r

4

Y ′ = Y r·s
1 Y r·s

2 Y r·s
3 Y r·s

4

σ = σ1 σ2 σ3 σ2
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IUT-k-SAN Construction: Verify, Prove, and Judge
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IUT-k-SAN Security

• Unforgeability implied by accountability.

• Immutability relies on the unforgeability of BLS-like and EQS signatures and the

IND-CPA security of PKE.

• Accountability relies on the accountability and non-seizability of VRS.

• Privacy implied by proof-restricted transparency.

• Proof-Restricted Transparency relies on perfect adaptation of EQS, the unlinkability of

PKE, the anonymity of VRS, and the unlinkable randomization of BLS-like signatures.

• Unlinkability relies on the correctness and IND-CPA security of PKE, the perfect

adaptation of EQS, and the unlinkable randomization of BLS-like signatures and public

keys.

• Invisibility relies on the IND-CPA security of PKE.

• Sanitizer Anonymity relies on the anonymity of VRS and the IND-CPA security of PKE.
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Rust Implementation Performance

Sign (IUT-k-SAN) Sanitize Verify Judge Prove

Sign (FSV-k-SAN) Sanitize Verify Judge
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Figure 1: Performance of the implementation of both constructions. We fix k = 5 and test

with variable n. The first figure shows the performance on a server, while the second figure

shows the performance on a smartphone.
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End

Thanks for your attention!
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Appendix
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FSV-k-SAN Construction

Sign(skS,PKZ,m,A)

foreach j ∈ JnK do

(skCH,CHj .pkCH)← KGenCHash(pp)

(CHj .h,CHj .r)← HashCHash(pkCH, (j∥mj ))

foreach i ∈ JkK do

SKCHi,j ← EncryptPKE(pk
i
ZE, skCH · ai,j )

PA := (ADMA(j))j∈JnK

ms :=

(
(CHj .h,CHj .pkCH)j∈JnK,SKCH,

PA, pkS,PKZ, n

)
s ← SignSIG(skS,ms)

foreach j ∈ JnK do

ρj ← SignSIG(skS, (j∥mj∥s))
σ := (s,CH,SKCH,PA, n, ρ)

return σ

Sanitize(skZ, pkS,PKZ,m,MOD, σ)

m′ = MOD(m), L := {pkiZP}i∈JkK,CH
′ := CH

ρ′ := ρ, i ′ := i ∈ JkK | pkZ = (pkiZE, pk
i
ZP)

foreach j ∈ JnK do

if j ∈ MOD then

τ ← DecryptPKE(skZE,SKCHi′,j )

CH′
j .r ← AdaptCHash(τ, (j∥mj ), (j∥m′

j ), rj , hj )

ρ′j ← SignVRS(skZP, L, (j∥m′
j∥s))

σ′ := (s,CH′,SKCH,PA, n, ρ′)

return σ′
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FSV-k-SAN Construction

Verify(pkS,PKZ,m, σ)

ms :=

(
(hj , pk

j
CH)j∈JnK,SKCH,

PA, pkS,PKZ, n

)
b1 ← VerifySIG(pkS,ms, s)

b2 :=
n∧

j=1

{
CheckCHash(pk

j
CH, (j∥mj ), rj , hj )

}
L := {pkiZP}i∈JkK

b3 :=
n∧

j=1



(
¬PAj∧

VerifySIG(pkS, (j∥mj∥s), ρj ) = 1

)

∨
(

PAj∧
VerifyVRS(L, (j∥mj∥s), ρj ) = 1

)


return b1 ∧ b2 ∧ b3

Judge(pkS,PKZ,m, σ, π, j)

if j = ⊥ then

if ∃j ∈ JnK,PAj = 1 then return Z

else return S

else

if PAj = 1 then return Z

else return S
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IUT-k-SAN Construction

Sign(skS,PKZ,m,A)

m := m∥PKZ,A← AppendC(A, (0)JkK)

xj , yj ←$ Z∗
q ,Xj := G

xj
1 ,Yj := X

yj
j , ∀j ∈ JnK

µ := SignEQS(skEQS, (Xj )j∈JnK)

η := SignEQS(skEQS, (Yj )j∈JnK)

σj := H(j∥mj )
yj , ∀j ∈ JnK

foreach i ∈ JkK, j ∈ JnK do

SKZi,j ← EncryptPKE(pk
i
ZE, yj · ai,j )

σSS := (µ, η, (σj ,Xj ,Yj )j∈JnK,SKZ)

t := pkS∥m∥σSS, L := {pkSP} ∪ {pkiZP}i∈JkK
σVRS ← SignVRS(skSP, L, t)

σ := (σSS, σVRS)

return σ

Sanitize(skZ, pkS,PKZ,m,MOD, σ)

m := m∥PKZ,m′ = MOD(m), r , s ←$ Z∗
q

i ′ := {i ∈ JkK | pkZ = (pkiZE, pk
i
ZP)}

(X ′
j )j∈JnK := (X r

j )j∈JnK, (Y
′
j )j∈JnK := (Y r·s

j )j∈JnK

µ′ ← ChgRepEQS(pkEQS, (Xj )j∈JnK, µ, r)

η′ ← ChgRepEQS(pkEQS, (Yj )j∈JnK, η, r · s)
foreach j ∈ JnK do

if j ∈ MOD do

ζ ← DecryptPKE(skZE,SKZi′,j ), σ
′
j := H(j∥m′

j )
ζ·s

else σ′
j := σs

j

foreach i ∈ JkK do

SKZ′
i,j ← MultiplyPKE(pk

i
ZE,SKZi,j , s)

σ′
SS := (µ′, η′, (σ′

j ,X
′
j ,Y

′
j )j∈JnK,SKZ′)

t := pkS∥m′∥σ′
SS, L := {pkSP} ∪ {pkiZP}i∈JkK

σ′
VRS ← SignVRS(skZP, L, t)

return σ′ := (σ′
SS, σ

′
VRS)
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IUT-k-SAN Construction

Verify(pkS,PKZ,m, σ)

m := m∥PKZ, t := pkS∥m∥σSS

L := {pkSP} ∪ {pkiZP}i∈JkK
b1 ← VerifyVRS(L, t, σVRS)

b2 := (∀j ∈ JnK,Yj ̸= G1)

b3 ← VerifyEQS(pkEQS, (Xj )j∈JnK, µ)

b4 ← VerifyEQS(pkEQS, (Yj )j∈JnK, η)

b5 := (∀j ∈ JnK, (e(Xj , σj ) = e(Yj ,H(j∥mj ))))

return
5∧

j=1

bj

Prove(skS,PKZ,m, σ, j)

m := m∥PKZ, t := pkS∥m∥σSS

L := {pkSP} ∪ {pkiZP}i∈JkK
π ← ProveVRS(L, t, σVRS, pkSP, skSP)

return π

Judge(pkS,PKZ,m, σ, π, j)

m := m∥PKZ, t := pkS∥m∥σSS

L := {pkSP} ∪ {pkiZP}i∈JkK
b ← JudgeVRS(L, t, σVRS, pkSP, π)

return Z if b = 0 and S if b = 1
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