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Idea: Multi-Sanitizer Sanitizable Signatures with Different Admissibility Policies

Security Properties:

e Unforgeability e Immutability e Privacy e Transparency
e Accountability e Invisibility e Unlinkability e Sanitizer Anonymity



Use Case 1: Full-Sanitization Verifiable k-SAN (FSV-k-SAN)
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Use Case 2: Invisible-Unlinkable-Transparent k-SAN (IUT-k-SAN)
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Building Blocks

PKE

A Public key encryption with
homomorphic scalar multiplication

VRS

A verifiable ring signature scheme

CHash

A Chameleon hash function

SIG

A digital signature scheme

BLS

A short signature scheme with key
and signature randomization

EQS

A structure preserving signature on
equivalence classes




Algorithms: Setup, KGens, KGeng, Sign, Sanitize, Verify, Prove, Judge.

a1 a1 2 coo ai.n
a1 a2 coo az.n
m:’ml‘mg‘...‘mn A =
ak,1 ak,2 000 Ak,n
PKZ =[ pkj [ pig [ ... [ pkj | mop =| % | 2
il b2




FSV-k-SAN Construction

PKE VRS

A Public key encryption A verifiable ring signature scheme

CHash SIG

A Chameleon hash function A digital signature scheme




FSV-k-SAN Construction: Sign (n

For each mes-
sage block

Generate CHash
keys and hash

CH =

PkéH

Pk%H

PkgH
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For each mes-
sage block

Generate CHash
keys and hash

l

For each sanitizer

i

( ~
Encrypt trapdoor

if admissible,
0 otherwise

m =
hy ho h3
CH=| n r r
pken | pken | pken
SKCH = {0}pk1E {Sk%H}pk%E {Sk%H}pklE
{O}Pk% {0}pk2E {Sk%H}pk%E
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e 0
For each mes- Generate CHash
sage block keys and hash
I |
' 0

\

Generate public
admissiblity matrix

)

For each sanitizer

i

s 7
Encrypt trapdoor

if admissible,
0 otherwise

hy ho h3
CH = rn r B
pken | pken | pken
SKCH — {O}pklE {Sk%H}pk%E {SkgH}pklE
{O}pk%E {O}psz {Sk%H}pk%E

PA=[0]1]1]
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For each mes- Generate CHash
sage block keys and hash hy h hs
. v CH = rn r r3
l l pken | pken | pken
' 0
Generate public 2 3
nerere pubie For each sanitizer SKCH — {03pia, | fskentpa, | {skenbpa, ‘
admissiblity matrix {0} {0} {sk2
L J N J pkZe PkIE s CH}Pk%E ‘
l i
[ Sign public infor- ) SSRGS R
. . if admissible, e (CHj.h, CHj-kaH)je[[n]]v SKCH,
mation using SIG . s = Signsic
L Y, L 0 otherwise PA, pks, PKZ, n
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-
For each mes- Generate CHash
sage block keys and hash
=
| |

Generate public
admissiblity matrix

For each sanitizer

& l - l J
-
Sign public infor- En.crypt .tra-pdoor
. . if admissible,
mation using SIG )
N l L 0 otherwise
e ( N
For each mes- Generate signing
sage block proof using SIG
.

CH = r rn r3
PkéH Pk%H Pk?:H

{O}pklE {Sk%H}pk%E {SkgH}pklE ‘
{O}pk%E {O}psz {Sk%H}pk%E ‘

PA=[0 1 ]1]

s = Signsic <(CHj'h’ CH;.pken)jeqn, SKCH7>

SKCH =

PA, pks, PKZ, n

o = (s,CH,SKCH, PA, n, p)
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FSV-k-SAN Construction: Sanitize m;, by sanitizer 1

/ !
, : ' = [ [k [

For each modified h h
message block I ’ ’
I v CH = n [ r3
l pkéH Pk%H PkgH
s N
Decrypt CHash SKCH {0}pk1E {SkgH}pklE
| trapdoor ) {O}Pk§E {O}psz {Sk?;H}p;@E

Pa=[01]1]

s = SignS|G (CHJ ’C j-P CH)JE[["]]vs C 9
PA7 pk57 PKZ7 n

o = (s,CH,SKCH, PA, n, p)
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FSV-k-SAN Construction: Sanitize m;, by sanitizer 1

/ !
, : ' = [ [k [

For each modified > >
message block , f f ?
\ J CH = n rn r3
l pken | pken | pkin
' N
Decrypt CHash SKCH — {0}pk1E {Sk%H}pk%E {SkgH}pklE
| frapdoor | {0}pe, | {0pe, | {skeulna,
PA =
I [o]7]1]
. CH;.h, CH;.pkch)jeny, SKCH,
Adapt CHash s = Signsic (CH; PAJ i C;)’J(EZ[[ )|
. J s P S , N

o = (s,CH,SKCH, PA, n, p)
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FSV-k-SAN Construction

: Sanitize m, by sanitizer 1

' N
For each modified
message block
= l J
' N
Decrypt CHash
trapdoor
= l J
e B
Adapt CHash
= l J
Generate san-
itization proof
using VRS

hy ho h3
CH =| n rs r
kaCH Pk%H pk(32H
{0}pk1E {Sk%H}pk%E {SkgH}pklE
{O}pk%E {0}pk2E {SkgH}kaE
PA=[0[1]1]

e <(CHj.h, CHj.kaH)J-e[[,,]],SKCH,>

SKCH =

PA, pks, PKZ, n

o' = (s,CH’,SKCH, PA n, )
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FSV-k-SAN Construction: Verify

-

Verify outer
SIG signature

~

l

For each mes-
sage block

l

For each inad-
missible block

Check CHash

l

For each ad-
missible block

Verify inner
SIG signature

Verify VRS
signature
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FSV-k-SAN Construction: Judge

At least one
block is
admissible?

yes
Return Z —

no

Block j is no
Ret
admissible? L eturn S J

yes
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FSV-k-SAN Security

e Unforgeability implied by accountability.

e Immutability relies on the unforgeability of SIG, the IND-CPA security of PKE,
and the collision resistance of CHash.

e Privacy relies on the indistinguishability of CHash.
e Accountability relies on the unforgeability of SIG and VRS.
e Full-Sanitization Verifiability relies on the unforgeability of SIG and VRS.

e Sanitizer Anonymity relies on the anonymity of VRS and the IND-CPA security
of PKE.

14



IUT-k-SAN Construction

Builds on the work of Bultel et al. L.

PKE VRS

A Public key encryption with . . .
. v o L A verifiable ring signature scheme
homomorphic scalar multiplication

BLS EQS

A short signature scheme with key | A structure preserving signature on

and signature randomization equivalence classes

!Bultel, Lafourcade, Lai, Malavolta, Schréder, Thyagarajan. Efficient Invisible and Unlinkable
Sanitizable Signatures. PKC 2019.
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IUT-k-SAN Construction: Sign (n =3,k = 2)

m :’ my ‘ my ‘ ms3 ‘ PKZ ‘
For each mes- Generate BLS
{ sage block { keys and sign } X:‘ X1 ‘ X2 ‘ X3 ‘ X4 ‘

y={nlylnln]

X=X [ X | X | X |

y=[vi|vnl[v]Vv]

s=[oi Lozl os [ o]
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IUT-k-SAN Construction: Sign (n =3,k = 2)

p N m=’m1‘m2‘mg‘PKZ‘
For each mes- Generate BLS
{ sage block keys and sign X:‘ X1 ‘ X2 ‘ X3 ‘ X4 ‘
N\ J
1 y=[on [ [ [oe]
' A

X=X [ X | X | X |

For each sanitizer
L ) y=[vi|vnl[v]Vv]

i

(‘Encrypt BLS secret | U:’ L ‘ G2 ‘ g3 ‘ g4 ‘
key if admissible, 0 0
0 otherwise SKZ = { }pklE {yz}pk%E {y3}PkIE { }Pklg
N J {O}psz {O}psz {y3}pk2E {O}kaE
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IUT-k-SAN Construction: Sign (n =3,k = 2)

e s 7
For each mes- Generate BLS
sage block keys and sign

= l = l J

s 7

keys using EQS

e N
Sign BLS public

For each sanitizer

S J

i

(Encrypt BLS secret |

key if admissible,

L 0 otherwise

SKZ =

m=’m1‘m2‘mg‘PKZ‘

x=[ [ [ ]

y={nlylnln]

X=X [ X | X | X |

y=[vi|vnl[v]Vv]

ag :’ g1 ‘ o2 ‘ g3 ‘ T4 ‘
{O}pklE {YQ}pk%E {y3}pk1E {O}pklE
{O}psz {O}psz {y3}pk2E {O}kaE

= Signeas(X),n = Signeas(Y)
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For each mes-
sage block

Generate BLS
keys and sign

|

l

e N
Sign BLS public

keys using EQS

For each sanitizer

!

Sign public
information
using VRS

i

Encrypt BLS secret
key if admissible,
0 otherwise

m:’ml‘mz‘mg‘PKZ‘

x=[ [ [ ]

y={nlylnln]

X=X [ X | X | X |

y=[vi|vnl[v]Vv]

c=lololo o]

{O}pkl {)’Q}pkl {y3}pk1 {O}pkl
S = E ZE E E
K (0, | (0, | 0dee, | O,

= Signeas(X),n = Signeas(Y)
gss = (M7 B (Uj7 )<j7 YJ')jE [n]> SKZ)

ovrs = Signvrs(pks||m||oss) 16



IUT-k-SAN Construction:

Sanitize m, by sanitizer 1

Randomize
BLS keys

m' = [t [ | PRZ |
X=X |Xx]x]|Xx
y/:‘ R AR AR
o =[or [0z [os [ os]

2~ [ Ol | | 0

p = Signeas(X),n = Signeqs(Y)
Jss = (Mv m, (Ujv Xj, YJ’)J'H["]]’ SKZ)

ovrs = Signvrs(pks||m||oss)
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IUT-k-SAN Construction: Sanitize m, by sanitizer 1

Randomize
BLS keys

For each unmodi-
fied message block

Adapt BLS
signature

w' = [ [t [ | PRZ |
X=X |Xx][x]|Xx
y/:‘ Vel ARE
o' =[oi|o2]o}] a3

{O}pk%E {.y2}pklE {y3}pk%E {O}pklE

SKZ =
{O}pk2E {O}pk%E {y?’}pk%E {O}pk2E

= Signeqs(X), n = Signeas(Y)
Jss = (Mv m, (Ujv Xj, YJ’)J'H["]]’ SKZ)

ovrs = Signvrs(pks||m||oss)
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IUT-k-SAN Construction: Sanitize m, by sanitizer 1

e N
Randomi ,
andomize - :’ i ‘ m; ‘ T ‘ PKZ ‘
BLS keys
& )
) I ) X=X |Xx][x]|Xx
For each unmodi- Adapt BLS Y/ — ‘ er-s YZr-s Y3r-s Y4rs
fied message block signature
L J U/:‘O'f‘dg‘ag‘(f;
e L 0 (
For each modified Decrypt BLS SKZ — {0}pk%E {y‘?’}Pk%E {O}Pkls
L message block ) secret key {O}Pk2s {O}Pk§5 {y3}pk2E {O}pkzE

p = Signeas(X),n = Signeas(Y)
Jss = (//(‘7 7, (Uj7 )<j7 \/J)je [n]>» SKZ)

ovrs = Signvrs(pks||m||oss)
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IUT-k-SAN Construction: Sanitize m, by sanitizer 1

e N
Randomi ,
andomize m:’ml‘mé‘m3‘PKZ‘
BLS keys
b 7 ’ X=[X[X[X][X
e N
For each unmodi- Adapt BLS Y/ — ‘ er-s YZr-s Y3r-s Y4rs
fied message block signature
L J U/:‘af‘aé‘ai o5
e L 0 ( R
For each modified Decrypt BLS SKZ — {0}pk%E {}Q},,klE {y‘?’}Pk%E {O}Pkls
L message block ) secret key {O}Pk2s {O}Pk§5 {y3}pk2E {O}pkzE
s l N = Signeqs(X), n = Signeas(Y)
Sign using BLS oss = (1,1, (05, Xj, Y)jefna1, SKZ)

ovrs = Signvrs(pks||m||oss)
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IUT-k-SAN Construction: Sanitize m, by sanitizer 1

e N
Randomize
BLS keys
& )
|
e N
For each unmodi- Adapt BLS
fied message block signature
. J
) ]
For each modified Decrypt BLS
message block secret key
. J
e ¢ 0 i
Adapt ciphertexts Sign using BLS
& )

' <[ [t [ mo | PRZ]
X=X |Xx][x]|Xx
y/:‘ RS
o' =[oi|as] o] a3

{O}Zk%E {YZ};k%E {y?’}f’kls {O}Zk%g
{O}Esz {O}Sk%E {y3}:k%E {O}Zk%E

SKZ' =

= Signeqs(X),n = Signeqs(Y)
oss = (1,1, (05, Xj, Yj)jern, SKZ)

ovrs = Signvrs(pks||m||oss)
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IUT-k-SAN Construction: Sanitize m, by sanitizer 1

|

Change rep-
resentation of

EQS signatures

e N
Randomize
BLS keys
& )
|
e N
For each unmodi- Adapt BLS
fied message block signature
. J
) ]
For each modified Decrypt BLS
message block secret key
. J
e ¢ 0 i
Adapt ciphertexts Sign using BLS
& )

' <[ [t [ mo | PRZ]
X=X |Xx][x]|Xx
y/:‘ RS
o' =[oi|as] o] a3

{O};k%E {YZ}Zk%E {y3};k1E {O}‘S’k%E
{O}ZkZE {O}Zk%E {y3}|s°k25 {O};k%E

SKZ' =

i’ = ChgRepeas(i, r),n' = ChgRepeas(n, - s)
oss = (1, n, (05, Xj, Yj)jern, SKZ)

ovrs = Signvrs(pks||m||oss)

17



IUT-k-SAN C

struction: Sanitize m, by sanitizer 1

|

e N
Randomize
BLS keys
& )
|
e N
For each unmodi- Adapt BLS
fied message block signature
. J
) ]
For each modified Decrypt BLS
message block secret key
. J
e ¢ 0 i
Adapt ciphertexts Sign using BLS
& )

Change rep-
resentation of

EQS signatures

Sign public
information
using VRS

SKZ' =

m':’ m1‘m§‘m3‘PKZ‘
X=X |Xx][x]|Xx

y/:‘ R AR R
U/:‘Uf‘aé‘ai o5

{O}ZIQE {)@}Zk%E {)@}f,klE {O};@E
ke, | (08, | Db, | 0%,

' = ChgRepeqs(u, r),n" = ChgRepeas(n, r - s)
USS/ = (N’,v 77,7 (UJI" )<j/7 YJ'/)J'E[[H]] ) SKZ/)

ovrs’ = Signvrs(pks | m'[|oss’)
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IUT-k-SAN Construction: Verify, Prove, and Judge

Verify

-

Verify VRS

signature
& l J

Verify EQS

signatures
. l )
e 0

For each mes- Verify BLS

sage block signature

. )

18



IUT-k-SAN Construction: Verify, Prove, and Judge

Verify

Verify VRS
signature

l

Verify EQS
signatures

l

For each mes-

sage block

Prove Judge
Prove VRS Judge VRS
signature signature

Verify BLS
signature

18



IUT-k-SAN Security

e Unforgeability implied by accountability.

e Immutability relies on the unforgeability of BLS-like and EQS signatures and the
IND-CPA security of PKE.

e Accountability relies on the accountability and non-seizability of VRS.
e Privacy implied by proof-restricted transparency.

e Proof-Restricted Transparency relies on perfect adaptation of EQS, the unlinkability of
PKE, the anonymity of VRS, and the unlinkable randomization of BLS-like signatures.

e Unlinkability relies on the correctness and IND-CPA security of PKE, the perfect
adaptation of EQS, and the unlinkable randomization of BLS-like signatures and public
keys.

e Invisibility relies on the IND-CPA security of PKE.

e Sanitizer Anonymity relies on the anonymity of VRS and the IND-CPA security of PKE.
19



Rust Implementation Performance

Execution time (ms)

- 4- Sign (IUT-k-SAN) - 4- Sanitize
—e— Sign (FSV-k-SAN) —e— Sanitize

Verify - 4- Judge Prove
Verify —e— Judge

Server Performance
800
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A

200

Ob=c==&---p---k---g---4
5| 7 9 11 13 i)

Smartphone Performance

1,000 ¢
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>

Execution time (ms)
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5 7 9 11 13
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Thanks for your attention!
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Appendix
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FSV-k-SAN Construction

Sign(sks, PKZ, m, A) Sanitize(skz, pkg, PKZ, m, MOD, o)
foreach j € [n] do m = l\/IOD(m) L= {szp}/e[[k]] CH :=CH
(skch, CH;.pkcn) < KGencpash (pP) p'=p,i" =i€[k]|pkz = (Pkze, kaP)
(CHJh7 CHJI‘) — HashCHash(kaH, (JHmJ)) foreach jE€ [[n]] do
foreach i € [k] do if j € MOD then
SKCH,'J — EncryptpKE(pkiZE,skCH o a,-,j) T 4— DenyptPKE(SkZE, SKCH;/ J)
PA := (ADM*()))jc[n] CHi.r < Adaptchasn (7, (jllm;), Gllm)), rj, hy)
ms — ((CHJ'./’I7 CHj~kaH)je [[,,]],SKCH,) PJ/' <~ SignVRS(SkZP’ L, (JHmJ/HS))
PA, pks, PKZ, n "= (s,CH’,SKCH, PA, n, p’)
s < Signgig(skg, ms) return o’
foreach j € [n] do
pj < Signsig(sks, (jllmjlls))
= (s,CH,SKCH, PA, n, p)
return o

23



FSV-k-SAN Construction

Verify(pks, PKZ, m, o) Judge(pks, PKZ, m, o, 7, j)
ms <(hn pk’cH)je[[n]],SKCH) if j = 1 then
PA, pks, PKZ, n if 3j € [n], PA; =1 then return Z
by Verify5|G(pks, ms, s) else return S
else
b, = /\ {CheCkCHash(p cno Gllmy) iy b )} if PA; = 1 then return Z
j=1

: else return S
L= {pkzpticx]

—PA;A )
by = /"\ (VerifYSIG(PkSv(jllmjlls)apj) =1
PA;A
Verifyyrs (L, (jlmjlls), pj) = 1
return by A by A b3

=1
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IUT-k-SAN Construction

Sign(sks, PKZ, m, A)

Sanitize(skz, pkg, PKZ, m, MOD, o)

m = m||PKZ, A < AppendC(A, (0)[¥])
X, Yj <825, X = G, ¥; == X[ j € [n]
= Signeqs(skeas, (Xj)je[n1)
n = Signeqs(skeas; (Yj)je[n])
oj = H(j[lm;)%,Vj € [n]
foreach i € [k],j € [n] do

SKZ; ; + EncryptpKE(pkiZE,yj - ajj)
gss = (,LL, Uk (Uj’ )<jv Yj)jeﬂn]]szZ).
t = pks||mlloss, L := {pksp} U {pkzp }icx]
avRrs < Signyrs(sksp, L, t)
o = (0ss,0VRS)
return o

m = m||PKZ, m" = MOD(m), r,s «$ Z;
i" = {i € [K] | pkz = (Pkye, Pkp)}
XDjern = XDjera, (jern) = (Y7 )jen
'« ChgRepeqs (Pkeqs;: (X)jefa]s 15 F)
7’ < ChgRepeqs(pkeqs, (Yj)je[n]> 75 - 5)
foreach j € [n] do
if j € MOD do
¢ + Decryptpke(skze, SKZ; ), o] = H(j||m})<®
else o} = o7
foreach i € [k] do
SKZ; ; < Multiplypke(pkye, SKZ; j, 5)
UéS = (/"/?77/7 (0’}, )<jl7 Yj/)je[[n]]v SKZ/)
t == pks|/m’l|ogs, L == {pksp} U {Pkzp}ic[x]
J(/RS — Sign\/Rs(Skzp, L, t)
return o’ == (0¢g, oRs)

25



IUT-k-SAN C ruction

Verify(pkg, PKZ, m, o) Prove(sks, PKZ, m, 0, j)
m = m||PKZ,t = pks||m||oss m = m||PKZ,t = pks||m||oss
L == {pksp} U {pkzpticx] L == {pksp} U {pkzp ticx]
by < Verifyyrs(L, t, ovrs) 7 < Proveyrs(L, t, oyRrs, Pksp, sksp)
by := (Vj € [n], Y; # G1) return T
by < Verifyeqs(pkeqs; (Xj)je[n]s )
by Ve.rIfYEQS(PkEQSv (Yi)jeron>m) ' Judge(pks, PKZ, m, o, 7, )
bs = (Vj € [n], (e(X;,07) = e( Y}, H(jl|m;))))
5 m = m||PKZ, t := pkg||m||oss
return /\ b, L := {pksp} U {pkip }iepx]
= b < Judgevrs(L, t, ovRrs; pksp, T)
return Zif b=0and Sif b=1
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